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Abstract

This document summarizes part of the research work I have been developing during the
last five years. My research interests focused on two main topics, namely (1) the design and
evaluation of wireless networked computer systems (more specifically, of Wireless Mesh and
Community networks), and (2) the planning of overlay networks and the distributed overlay
formation problem.

Wireless Mesh Networks represent an effective means to provide broadband wireless connec-
tivity without the need of a costly wired network infrastructure. The flexibility provided by this
wireless network technology has fostered the development of new communication paradigms, like
Wireless Mesh Community Networks, where devices owned and managed by different individuals
cooperate to extend the network coverage.

In this context, we designed efficient and secure communication protocols at the Medium
Access Control (MAC) and routing levels. We developed power-controlled, multi-channel MAC
protocols for mesh nodes equipped with directional antennas; these protocols increase the spatial
reuse and therefore the overall network performance. We then tackled the routing problem
in wireless multi-hop networks using both exact models and heuristics; we further proposed
a cross-layer routing protocol, named Directional Deflection Routing, which exploits multiple
paths towards the destination based on the MAC layer indication on channel availability in
different directions. We further addressed the security issues of these networks by developing
robust security architectures, coping with the problem of reliable routing in the presence of
selfish participants (typical of community networks).

We then focused our attention on Overlay networks, which have emerged as a viable and
very effective means to provide a flexible, robust, and scalable platform for distributed applica-
tions, while leaving the underlying Internet infrastructure unchanged. A careful planning of the
overlay topology and the choice of the routing strategies have obviously a great impact on the
performance of such networks.

In this regard, we solved the overlay network design problem considering both centralized and
fully distributed approaches. We first introduced several mathematical models for the optimal
overlay network design problem, which select the optimal number and location of the overlay
nodes to be deployed, while taking accurate account of the traffic routing. We further developed
a set of efficient heuristics that obtain near-optimal solutions for large-scale network instances
in a reasonable computation time.

Finally, we proposed two novel socially-aware overlay network design games to deal with the
fully distributed overlay network formation problem. The first game combines both individual
and social concerns in a unified and flexible manner, while the second game uses a Stackelberg
(leader-follower) approach, where the overlay network administrator leads the users to a system-
wide efficient equilibrium by stimulating the utilization of an appropriate subset of links.
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Chapter 1

Introduction

The Internet is undergoing important changes. The wireless technology currently enables
almost seamless mobility of network users. A key technology, Wireless Mesh Networks (WMNs),
has emerged to provide widespread network connectivity with low up-front cost, easy network
maintenance, robustness and reliable service coverage. TheWMN paradigm has recently fostered
the development of Wireless Mesh Community Networks (WMCNs), where mesh nodes are
owned and managed by community members who cooperate to extend the network coverage.

While Wireless Mesh Networks contribute to provide a wider coverage, supporting service
continuity at the network layer, the overlay network technology has emerged as a means to guar-
antee service continuity at the application level, leaving the underlying Internet infrastructure
unchanged. In fact, the Internet services are currently being extended using overlay networks,
which support enhanced applications like content distribution, multicast, file sharing (to cite a
few) by creating a virtual topology on top of existing networks.

Several research challenges need to be faced to improve the performance of these networks,
including a careful network planning, the design of efficient communication protocols and the
implementation of robust security architectures that stimulate users to subscribe to reliable
services.

This document summarizes part of the research activities I have been developing during the
last five years. My interests focused on the research problems that characterize the two network
scenarios introduced before, i.e.:

• the design and evaluation of Wireless Mesh (Community) networks;

• the planning of overlay networks and the distributed overlay formation issue.

My concern has been to focus on designing new and more efficient communication protocols
to satisfy the increasing bandwidth demands and tighter quality of service requirements of
user applications while, at the same time, guaranteeing security and confidentiality of the data
exchanged in the network.

This chapter introduces the network scenarios in which my research was developed, starting
from Wireless Mesh Networks (Section 1.1) and Wireless Mesh Community Networks (Sec-
tion 1.2), and then moving to overlay networks (Section 1.3). An overview of the main contri-
butions is provided in each section, and the two next chapters will be dedicated to detail the
research progress we obtained in these fields.
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1.1 Wireless Mesh Networks

Wireless Mesh Networks (WMNs) have been accepted as a new communication paradigm
able to provide a cost-effective means to deploy all-wireless network infrastructures [1].

The network nodes in WMNs, named mesh routers, provide access to mobile users, like access
points in wireless local area networks, and they relay information hop by hop, like routers, using
the wireless medium. The mesh routers form a self-organized and self-configured backbone
network by collaborating in the execution of management and control operations. The nodes1

in the backbone network use the IEEE 802.11 standard as wireless technology to establish the
radio links, and maintain connectivity among themselves via routing protocols like DSR [2],
AODV [3], and OLSR [4], which are borrowed from the Mobile Ad-Hoc Networks (MANET)
paradigm.

Unlike MANETs, mesh routers are usually fixed and do not have energy constraints. More-
over, the gateway functionalities performed by a subset of mesh routers enable the integration
of WMNs with several existing technologies, like cellular systems, Wireless Sensor Networks and
WiMAX. On the other hand, mesh clients connect to mesh routers and communicate with each
other through the multi-hop wireless network formed by mesh routers.

A typical architecture of a Wireless Mesh Network is illustrated in Figure 1.1, where solid
and dashed lines represent wired and wireless links, respectively.

Figure 1.1: Wireless Mesh Network Architecture.

WMNs, like wired networks, are characterized by infrequent topology changes and rare node
failures, and thus represent the ideal solution to provide both indoor and outdoor broadband
wireless connectivity in several environments without the need for costly wired network infras-
tructures. Their capabilities of self-organization and self-configuration enable an incremental
deployment of the network by installing more nodes only when the demand for an increased
network capacity or for tighter quality of service requirements needs to be satisfied.

Contributions

Several technological issues need to be solved to improve the performance of WMNs, while
guaranteeing at the same time security and confidentiality of the data exchanged in the network.

1The terms node and router will be used interchangeably.
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In our work, we focused both on the MAC and routing layers, which account for high performance
improvements, and we further developed enhanced security architectures. More specifically, our
contributions in this context can be summarized as follows:

• Medium Access Control level. We investigated systematically the impact of different tech-
niques, viz. power control, directional transmissions and multiple channel operation, on
the MAC level performance. In this regard, we developed in [5, 6, 7] novel MAC protocols
that exploit the increased spatial reuse made possible by such techniques to improve the
network performance.

• Routing level. Our contribution has been twofold: on the one hand, we proposed in
[8, 9] efficient mathematical programming models of the routing problem in multi-hop
wireless networks, which take into account quality of service requirements considering
bandwidth constraints, power control and directional transmissions. Solving these models
permits to obtain optimal routing decisions. On the other hand, we proposed in [5] a
novel, cross-layer routing protocol, named Directional Deflection Routing, which exploits
multiple paths towards the destination based on the MAC layer indication on channel
availability in different directions.

• Security architectures. In this regard, we first proposed in [10, 11, 12] MobiSEC, a com-
plete, centralized security architecture that provides both access control for mesh users
and routers as well as a key distribution scheme that supports layer-2 encryption to ensure
security and data confidentiality of all communications that occur in the WMN.

Then, in [13], we proposed DSA-Mesh, a fully distributed security architecture which
exploits the routing capabilities of mesh routers: after connecting to the access network
as generic wireless clients, new mesh routers authenticate to a key management service
(consisting of several servers) implemented using threshold cryptography, and obtain a
temporary key that is used both to prove their credentials to neighbor nodes and to
encrypt all the traffic transmitted on wireless backbone links.

Finally, we formulated a novel network optimization model to determine the optimal place-
ment of the devices that collaboratively perform the authentication and key management
services.

1.2 Wireless Mesh Community Networks

The complete absence of a fixed infrastructure in WMNs has promoted new network paradigms,
like Wireless Mesh Community Networks (WMCNs) [14, 15], which, on the one hand, provide
an effective, economic alternative to municipal wireless networks for consumers; on the other
hand, WMCNs have also introduced new technical problems that are hard to overcome with
current communication protocols.

Wireless Mesh Community Networks are characterized by a flexible and low-cost network
infrastructure, where heterogeneous mesh routers managed by different users collaborate to
extend the network coverage [14]. In particular, the mesh routers that form the infrastructure
of the WMCN (the wireless mesh backbone, if we refer again to Figure 1.1) are managed and
maintained by different community members.
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Such members, though, can exhibit a selfish behavior while providing connectivity through
their own mesh router(s) to other network nodes or clients; for example, they might try to
greedily consume the available bandwidth by favoring their own traffic while selectively drop-
ping others’ [14], setting firewall rules on their devices to drop almost all packets sent by other
participants or customer stations, or limit the maximum transmission rates available to the
served devices. Such misbehavior can lead to severe unfairness and serious performance degra-
dation, as pointed out for example in [16, 17], where it has been demonstrated that periodic
dropping at relaying nodes can decrease the throughput of closed loop connections (such as
TCP) established by other nodes, even when the fraction of dropped packets is small.

Packet dropping can be performed by a selfish mesh router both on the outgoing and incoming
traffic. Therefore, each network device that participates to the WMCN must evaluate the
forwarding behavior of its neighbor mesh routers, controlling whether they actually relay all the
network traffic after having confirmed its reception or not. Based on such evaluation, appropriate
strategies can be envisaged to limit the consequences of selfish behaviors.

Contributions

In order to detect selfish behaviors and stimulate the cooperation among different community
mesh routers, we extended the network layer protocols setting forth two strategies: we first
proposed enhanced routing metrics that take into account not only the wireless link quality,
but also the nodes’ availability in forwarding traffic. Then, we developed an efficient trust and
reputation framework that exploits both direct and indirect observations of the nodes’ behavior
in order to infer their reliability level.

Our contributions in the context of Wireless Mesh Community Networks can therefore be
summarized as follows:

• We investigated systematically the impact of the uncooperative behavior of selfish mesh
routers in the routing process. Specifically, we evaluated the performance of OLSR, the
most widespread routing protocol used in WMCNs, when the path selection is driven by
data-link layer metrics that capture only the quality of wireless links, like the well-known
ETX metric (Expected Transmission Counter) [18]. Our results show that in the presence
of even a low percentage of adversaries, data connections experience severe throughput
degradation and unfairness.

• For this reason, we proposed in [19] a new cross-layer metric, named EFW (Expected
ForWarding counter), which combines information across the MAC and network layers
to select the most reliable and high-performance network paths. The results obtained
through both simulations and experiments on real-life testbeds show the validity of the
proposed approach.

• We further proposed in [20] an innovative trust and reputation framework that models
the trust that mesh routers have in other nodes as vectors of a multi-dimensional space.
Through this representation, honest nodes can effectively detect indirect observations that
are provided by lying nodes, and reduce significantly their contribution in the evaluation
of the real forwarding behavior of the other participants. As a consequence, each node can
finally obtain a precise estimate of the level of selfishness of all mesh routers that belong
to the WMCN.



1.3 Overlay Networks 8

1.3 Overlay Networks

Overlay networks have recently emerged as a viable and very effective means to avoid
network-level inefficiencies in the Internet, enabling, at the same time, a variety of popular
applications including peer-to-peer file sharing, content distribution and server deployment.
Overlay networks today represent an alternative and very promising architecture able to provide
end-to-end Quality of Service guarantees in the Internet, while leaving the underlying Internet
infrastructure unchanged [21, 22, 23, 24].

Overlay networks are virtual topologies that use a combination of shared and dedicated re-
sources, to provide a simple network view that conceals unnecessary details about the underlying
topology. A typical overlay network architecture is depicted in Figure 1.2, where overlay nodes
reside in the underlying ISP networks, and are interconnected by virtual links which correspond
to one or more IP-layer links.

Figure 1.2: Overlay Network Architecture.

The choice of where to install overlay nodes, which links establish between such nodes and, in
general, how to allocate resources to the overlay network has a deep impact on the effectiveness
of the resulting network and on its overall cost.

Contributions

Our work investigated two alternative, and complementary, approaches for the design of
efficient overlay networks, namely:

• a centralized network optimization approach, which is based on the Service Overlay Net-
work (SON) paradigm [21]; in this regard, we first proposed in [25] two network optimiza-
tion models that determine the optimal assignment of users to access overlay nodes, as
well as the capacity reserved for each overlay link, while taking accurate account of traffic
routing. We then formulated in [26, 27] two overlay network design models that further
select the optimal number and location of the overlay nodes to be deployed, as well as
the optimal coverage of network users to maximize the SON operator’s profit. Finally,
in [26, 28] we developed a set of efficient SON design heuristics that get near-optimal
solutions for large-scale instances in a reasonable computation time, and we performed an
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extensive evaluation of the proposed centralized optimization framework in several network
scenarios.

• A fully distributed approach, where the overlay network design and operation is carried out
by a large number of independent actors (e.g., the overlay user clients), all of whom seek to
selfishly optimize their own utility. In this context, we defined in [29, 30] two novel socially-
aware overlay network design games, namely (1) the Socially-Aware Network Design game,
which combines both individual and social concerns in a unified and flexible manner, and
(2) a Stackelberg (leader-follower) game where the overlay network administrator leads the
users to a system-wide efficient equilibrium by buying an appropriate subset of the overlay
network links. We then performed a thorough numerical evaluation of the proposed games,
through the determination of bounds on the Price of Anarchy, the Price of Stability and
the Reachable Price of Anarchy of such games, as well as by simulation of realistic network
scenarios, including real Internet Service Provider topologies.

1.4 Outline of the manuscript

The remainder of the manuscript is composed of three chapters and two annexes. Chapters 2
and 3 form the core of this document, since they present the two groups of contributions described
in the previous sections, namely, those related to Wireless Mesh and Community networks
(Chapter 2), and overlay networks (Chapter 3). In these chapters, I do not get into the details
of the topics considered. Instead, I present their main ideas and try to give a global picture
of the problem. For more details on each of the proposals, the reader is invited to refer to
respective publications.

In Chapter 4, I present a summary of the manuscript and raise a number of issues as a plan
for future research.

This manuscript also includes annex A, where I briefly describe other contributions that are
related to the research presented in this manuscript. For a more detailed view of my research
activities, the best way is to refer to my webpage at http://cs.unibg.it/martignon.

Finally, annex B reports a list of all my publications.



Chapter 2

Wireless Multi-Hop Networks

This chapter presents several contributions related to Wireless Mesh Networks and Wireless
Mesh Community Networks, which are characterized by common research issues at the Medium
Access Control (MAC) level, the network layer, and the security plane.

Due to their intrinsic heterogeneous nature, though, Wireless Mesh Community Networks
further present the problem of stimulating network nodes to cooperate to the packet forwarding
process. In these networks, in fact, mesh nodes are managed by community members who can
exhibit selfish (or non-cooperative) behaviors.

In the following, we describe the advancements we obtained in the above mentioned research
issues, starting from the MAC layer (Section 2.1), moving to the routing problem (Section 2.2),
and then illustrating the enhanced security architectures we developed for wireless multi-hop
networks (Section 2.3). Finally, Section 2.4 is devoted to the problems typical of Wireless Mesh
Community networks, as well as to the solutions we proposed to cope with them (viz., novel
routing metrics and trust/reputation frameworks).

2.1 Enhanced MAC protocols with Power Control, Directional

Antennas and Multiple Channels

(Publications [5, 6, 7]).

Supporting high throughput is an important challenge in both Wireless Mesh Networks
(WMNs) and Wireless Mesh Community Networks (WMCNs), since the IEEE 802.11 standard
Medium Access Control (MAC) can lead to poor performance for such networks, due to its
unfriendliness with multi-hop operation [31, 32]. It is therefore important to devise efficient MAC
schemes which make it possible to operate network nodes in multi-hop mode without excessive
performance degradation. On the other hand, the IEEE 802.11 standard is so established by
now that any completely new MAC will find it very hard to succeed commercially. Our approach
in this context has been therefore to consider small variations to the current standard in order
to solve the main performance problems without requiring major hardware modifications.

In recent years, the utilization of power control techniques has been proposed to enhance
spatial reuse and wireless medium utilization [33, 34, 35]. Furthermore, directional antenna
technology has been studied in 802.11-based networks. The increased spatial reuse with the
combination of extended transmission range is especially attractive for 802.11-based mesh net-
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works [5, 36]. Regrettably, directional transmissions can also cause serious problems in a WMN
environment, increasing the number of instances of the hidden terminal problem [37]. Therefore,
efficient MAC protocols need to be designed, since the IEEE 802.11 standard MAC has been
optimized for omnidirectional antennas.

In this regard, we first proposed the Power-Controlled Directional MAC protocol (PCD-
MAC) [5, 7], a novel protocol designed for Wireless Mesh Networks where nodes use directional,
adaptive antennas and power control.

Its key innovative feature is that nodes spread the wireless medium reservation information
to the maximum possible extent without interfering with the connections already established
in the network. This is achieved by sending RTS/CTS frames in each antenna sector using
the maximum power that does not cause interference with ongoing transmissions. Then the
DATA/ACK exchange takes place only directionally and at the minimum needed power.

As an example of PCD-MAC operation, let us consider the network scenario shown in Fig-
ures 2.1 and 2.2, where two connections are active between nodes 3-4 and 5-6. Each node is
equipped with an adaptive antenna having 8 sectors and 8 different transmission power levels,
as depicted in the figures.

If node 1 wants to transmit a packet to node 2, it transmits an RTS frame using the adap-
tive antenna transmission range represented by the gray area in Figure 2.1(a). Similarly, Fig-
ure 2.1(b), node 2 transmits the corresponding CTS. The ensuing DATA/ACK exchange then
takes place directionally and at the minimum necessary power, as illustrated in Figures 2.2(a)
and 2.2(b).

In this example, the power control feature of PCD-MAC permits to establish the connection
between nodes 1 and 2, even if there is an ongoing transmission (between nodes 3 and 4) in the
sector that contains node 2, thus increasing the overall network performance.

The solution we proposed in [6], the Multi-Channel Power-Controlled Directional MAC pro-
tocol (MPCD-MAC), improves over PCD-MAC, since it further leverages on the fact that mul-
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Figure 2.1: PCD-MAC: antenna pattern (a) used by node 1 to send the RTS frame (b) used by node 2 to send
the CTS frame; two connections are already established, between nodes 3-4 and 5-6.
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Figure 2.2: PCD-MAC: antenna pattern (a) used by node 1 to send the DATA frame (b) used by node 2 to
send the ACK frame; two connections are already established, between nodes 3-4 and 5-6.

tiple channels are available in the industrial, scientific, and medical (ISM) band used for wireless
LANs, so that the handshake used for contention and channel allocation can be separated from
the actual user traffic. This makes it possible to increase the performance of WMNs using
multiple antennas tuned on non overlapping channels and running multiple channels in parallel.

The problems of designing efficient multi-channel MAC protocols [31, 32, 38, 39, 40, 41, 42,
43, 44, 45, 46, 47] and single-channel MAC schemes with directional antennas [37, 48, 49, 50,
51, 52, 53] have been deeply investigated in the research area of ad hoc networks.

MPCD-MAC is a novel MAC protocol designed for Wireless Mesh Networks where nodes
use multiple channels, directional antennas and power control. Its key innovative feature is
that the transmission of the RTS and CTS packets takes place in all directions at the maxi-
mum transmission power on a separate control channel, while the DATA and ACK packets are
transmitted only directionally on an available data channel at the minimum required power, as
for PCD-MAC. Furthermore, a novel connection is established between two nodes only if the
interference produced over already active connections is sufficiently low to permit concurrent
transmissions to take place.

As a consequence, MPCD-MAC spreads the information on wireless medium reservation
(RTS/CTS) to the largest set of neighbors, while data transfers take place only directionally on
a separate channel to increase spatial reuse and minimize interference.

In [6] we further proposed several variations to the MPCD-MAC protocol, to gauge the per-
formance gain achieved by the different techniques incorporated in our protocol (viz., directional
transmissions, power control and interference awareness). The reader is referred to [6] for more
details.
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We evaluated extensively our proposed MAC protocols through simulation, comparing their
performance with the most notable solutions proposed in the literature. Table 2.1 illustrates
sample numerical results measured in a 5 × 5 grid network scenario with elementary size of
140 m, where nodes use either the standard IEEE 802.11 MAC or our proposed PCD-MAC and
MPCD-MAC protocols. The overall network goodput (in Mbit/s) and the Jain’s fairness index
among competing connections [54] is reported in the table. The latter metric assumes values
in the [0, 1] range; value 1 is achieved when all connections obtain exactly the same goodput
(perfect fairness). Note that in our simulations we have assumed a radio transmission rate of
11 Mbit/s, and standard MAC settings.

Table 2.1: Average goodput [Mbit/s] and Jain’s fairness index for PCD-MAC, MPCD-MAC
and the standard IEEE 802.11 MAC in a 5 × 5 grid network scenario with inter-node spacing
of 140 m; 10 connections offer to the network a Poisson traffic. Two orthogonal channels are
exploited by MPCD-MAC.

MAC Goodput Fairness

IEEE 802.11 MAC 6.13 0.36

PCD-MAC 11.02 0.67

MPCD-MAC 14.55 0.65

These results demonstrate that MPCD-MAC performs consistently better than single-channel
MAC protocols (IEEE 802.11 and PCD-MAC). At the same time, PCD-MAC improves over the
standard IEEE 802.11 MAC.

More in general, we gathered results in several realistic network scenarios which show that
MPCD-MAC outperforms existing schemes both in terms of total traffic accepted in the network
and fairness between competing connections, even when a very small number of orthogonal
channels is available (like, for example, in the 802.11b 2.4GHz frequency band). On the other
hand, PCD-MAC represents a very effective solution when only a single channel is available.

2.2 Routing in multi-hop wireless networks

(Publications [5, 8, 9]).

The problem of routing in multi-hop wireless networks has been deeply investigated in the
research area of Mobile Ad-hoc NETworks (MANET). However, the peculiar features of Wire-
less Mesh Networks and Wireless Mesh Community Networks make the routing problem quite
different [1]. As we pointed out before, WMNs have almost static topologies that change mainly
due to node failures, which are relatively infrequent. Therefore, the distribution of network state
information is not much costlier than in wired networks, and even a centralized control of route
selection can be adopted [55, 56, 57, 58, 59]. Moreover, energy consumption is usually not a key
issue for network nodes.

In this context, we first proposed in [8] a new model for the Quality of Service (QoS) routing
problem in multi-hop wireless networks with bandwidth constraints, considering nodes equipped
with omnidirectional antennas. The model is an extension of the well known multi-commodity
flow problem where link capacity constraints are replaced with new ones that take into account
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interference constraints among different radio links. As a key innovative feature, and differently
from previous work on QoS routing in ad hoc networks [60, 61], our formulation allows to
decouple the routing and the scheduling problems that can be solved in different steps.

Then, we focused our attention on wireless nodes equipped with directional antenna tech-
nology [36]. As we discussed in the previous section, the main advantage of using directional
antennas with wireless multi-hop networks is the reduced interference and the possibility of hav-
ing parallel transmissions among neighbors with a consequent increase of spatial reuse of radio
resources.

In this regard, we studied in [9] the joint routing and scheduling optimization problem in
WMNs where nodes are equipped with directional antennas. We assumed a Spatial reuse Time
Division Multiple Access (STDMA) scheme, a dynamic power control able to vary the emitted
power slot-by-slot, and a rate adaptation mechanism that sets transmission rates according to
the Signal-to-Interference-plus-Noise Ratio (SINR). Traffic quality constraints are expressed in
terms of minimum required bandwidth. Since the time frame defined by the TDMA scheme
is fixed, the bandwidth requirement can be translated into the number of information units
(packets) that must be transmitted on each link per frame. Moreover, according to a discrete
set of possible transmission rates, the number of packets that can be transmitted per time slot
depends on the SINR at receivers.

To get more insights on the characteristics of the problem and the effect of different control
mechanisms, we considered three different versions of the problem with increasing complexity. In
the first one we assumed fixed transmission power and rate, in the second one variable power and
fixed rate, and finally in the third one variable power and rate. For each version we considered
mesh nodes with both omnidirectional and directional antennas.

Given a number of available slots, our model provides an assignment of time slots to links
such that bandwidth constraints are satisfied and the number of available slots is not exceeded.
To solve such problem, it is possible to look for the minimum number of needed time slots: if it
is smaller than the number of available slots, a feasible assignment exists.

Since the classical compact mathematical programming formulation is very hard to solve [62],
the solution approach we proposed in [9] is based on an alternative problem formulation where
decision variables represent compatible sets of links active in the same time slot. As variables are
exponentially many, we used a column generation approach to solve the continuous relaxation of
the problem which provides a lower bound of the optimal solution. In several cases the solution
provided by the column generation procedure is equivalent to the integer optimum; however, to
provide good solutions in reasonable time we proposed two solution approaches with different
computational complexity.

We analyzed the proposed models in a set of realistic-size instances and discuss the effect of
different parameters on the characteristics of the solution. The results show that the utilization
of directional antennas and rate control schemes increases considerably the total traffic accepted
by the network.
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Finally, in [5] we considered a fully distributed approach to the routing problem in wireless
multi-hop networks, by proposing the Directional Deflection Routing (DDR). DDR is a routing
algorithm for wireless multi-hop networks based on a cross-layer approach that is inspired by
a routing protocol (Deflection Routing) first proposed for optical networks [63, 64]. Each node
maintains a sorted list of next-hop nodes per destination according to paths lengths, and it
forwards packets to the first available node in the list. Node availability is obtained by the MAC
layer indication on channel status in different directions.

DDR can be applied on top of any MAC protocol that exploits directional antennas using
the Directional Network Allocation Vector (D-NAV), i.e., an extension of the NAV used in the
802.11 standard MAC, where a direction field is further introduced, indicating that the NAV
applies only for the specified direction. In particular, it can be implemented over our proposed
PCD-MAC and MPCD-MAC protocols.

Formally, DDR operates as follows. Let us consider a directed weighted graph G = (V,E),
where nodes represent the wireless routers and directed arcs (i, j) ∈ E connect routers within
transmission range. For each node n ∈ V , we define N(n) as the set of nodes adjacent to n.

Routing tables are computed by each node n based on the procedure detailed in the following.
For all possible destination m 6= n, and for every adjacent node h ∈ N(n), node n computes
the shortest path between itself and m having (n, h) as first hop. Paths are sorted in increasing
cost order, and node n stores in the routing table the ordered list of next-hop nodes that can
be used to reach node m. Note that due to fixed mesh routers in WMNs, the routing tables
computation can be performed by DDR ideally only once, and in practice only when a topology
change occurs.

Packet forwarding then proceeds as follows: when a packet with destination m arrives at
node n, the ordered list of possible next-hop nodes for destination m is scanned and the first
non-blocked next-hop node is chosen to forward the packet. Blocked nodes are nodes that cannot
be currently used as relays according to the information contained in the D-NAV of n, which
is provided (in a cross-layer fashion) directly by the MAC layer. If all nodes are blocked, the
one that will become non-blocked first is chosen for the forwarding. To reduce complexity, once
the next hop is selected it is never changed even if a collision occurs and the packet must be
retransmitted.

When node n is directly connected to the destination node m of the packet, no deflection
is applied and n transmits directly the packet to m, waiting eventually for m to become non-
blocked. Finally, the packet is never forwarded to the node from which it was received.

To illustrate the operation of Directional Deflection Routing, let us refer to the simple net-
work scenario of Figure 2.3, where lines represent wireless links. The cost of each link is equal
to 1. Nodes 2-6 are currently involved in a frame exchange, represented with arrows, and node 1
wants to send a packet to node 3.

The routing tables towards node 3 are also reported in the figure for nodes 1, 5 and 4. More
specifically, node 1 has two alternate routes to reach node 3, namely passing through node 2
(with cost equal to 2) and through node 5 (with cost equal to 3). However, according to the
D-NAV indication in node 1, node 2 is currently blocked, and node 5 is chosen as next hop.

Node 5 then forwards the packet along the shortest path towards the destination, choosing
node 4 as next hop; finally, since node 4 is directly connected to node 3, it transmits it directly
to the destination.

Since Directional Deflection Routing distributes traffic among multiple routes, the frequency
of route switching is a key point. From the network layer perspective, end-to-end throughput
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Figure 2.3: Example scenario that illustrates the operation of Directional Deflection Routing: node 1 wants
to transmit a packet to node 3, while nodes 2-6 are currently involved in a frame exchange. Forwarding tables
towards node 3 for nodes 1, 5 and 4 are also reported.

improves as the frequency of route transitions increases, with the best policy being to distribute
traffic on a per-packet basis [65, 66].

To illustrate the effectiveness of DDR, let us consider a grid network (6 × 6) with elementary
size equal to 140 m, shown in Figure 2.4(a). We consider multi-hop connections originated at
node 13 and destined to 14, 15, 16, 17 and 18, respectively. Only one connection is active at a
time and we measure its goodput achieved by either shortest-path routing and DDR.

For a single-hop connection, both routing algorithms are the same. On a two-hop connection
the goodput drastically reduces since both hops (13-14 and 14-15) cannot transmit at the same
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Figure 2.4: (a) Single multi-hop connection established in a grid scenario with 36 nodes. (b) Goodput achieved
by a single multi-hop connection as a function of the number of hops.
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time. DDR shows an improvement over shortest-path routing since alternate hops, for example
13-20 or 13-8, can be used at the same time as 14-15. This beneficial effect of DDR increases as
the number of hops increases as shown in Figure 2.4(b).

An extensive performance evaluation of DDR, which confirms its effectiveness in all the
considered network scenarios, can be found in [5].

2.3 Security Architectures for Wireless Mesh Networks

(Publications [10, 11, 12, 13].)

Although in the recent years the design of network protocols has been revisited to consider
and capture the inherent features of the wireless technology, security and reliability are still in
their infancy, as very little attention has been devoted so far to these topics by the research
community. However, security is a primary concern for any customer that wants to subscribe
to reliable and secure wireless services.

Due to the open and shared nature of the wireless technology and the multi-hop communi-
cation paradigm, WMNs and WMCNs are more vulnerable to attacks. Outsider adversaries can
easily perform a wide variety of attacks, such as eavesdropping, jamming, man-in-the-middle
and spoofing. On the other hand, the lack of an authentication and authorization system that
limits the access only to authorized mesh nodes may result in internal attacks through which
adversary nodes can steal sensible information of users or seriously affect the network opera-
tion. Finally, in the design of WMNs and WMCNs, special attention must be also devoted to
the protection of the integrity and authenticity of the control information exchanged by mesh
routers, like management and routing messages. Without a solution that guarantees these latter
properties, attackers can disseminate forged messages to cause network malfunctions and deny
access to legitimate users.

We addressed the aforementioned security issues in [10, 11, 12, 13] by designing two security
architectures tailored for wireless multi-hop networks. The former architecture, called MobiSEC
[10, 11, 12], assigns to a mesh router the role of authentication and key management server. All
nodes periodically receive from this node the information necessary to generate the sequence of
cryptographic keys used to protect the data and control messages transmitted over the backbone.
The mutual authentication between the key management server and a mesh router is obtained
through the exchange of the certificates that prove their identities.

In MobiSEC, client security is guaranteed using the standard 802.11i protocol, while back-
bone security is provided as follows: each new router that needs to connect to the mesh network
first authenticates to the nearest mesh router exactly like a client node, gaining access to the
mesh network. Then it performs a second authentication connecting to a Key Server able to
provide the credentials to join the mesh backbone. Finally, the Key Server distributes the in-
formation needed to create the temporary key that all mesh routers use to encrypt the traffic
transmitted over the wireless backbone.

Figure 2.5(a) shows the three phases of the connection process performed by a new mesh
router (namely, node N2). When N2 wants to connect to the mesh network, it scans all radio
channels to detect a mesh router already connected to the wireless backbone, which is therefore
able to provide access to all network services (including authentication and key distribution).
Let N1 be such router. After connecting to N1, N2 can perform the tasks described by the
IEEE 802.11i protocol to complete a mutual authentication with the network and establish a
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security association with the entity to which it is physically connected (phase 1). At the end
of such phase, N2 obtains the network parameters performing a DHCP request. In phase 2,
N2 establishes a secure connection with the Key Server (KS), using the TLS protocol [67], to
obtain the necessary information that will be used to generate the current key used by all mesh
routers to encrypt all the traffic transmitted on the mesh backbone. In particular, the device
can connect to the wireless backbone in a secure way and begin executing the routing and access
functions (phase 3).

The MobiSEC architecture has been implemented on embedded systems based on a VIA Epia
Board equipped with a PCI-to-MiniPCI expander that permits the installation of four MiniPCI
wireless cards, as depicted in Figure 2.5(b). The black external antenna provides access to the
wireless clients, whereas the other antennas form the wireless backbone links with the other
mesh routers.

We tested the robustness of MobiSEC using both simulation and real network measurements,
and the results show that our proposed architecture considerably increases the network security,
with a negligible impact on the network performance, thus representing an interesting solution
for wireless mesh networking.

While representing an effective security solution for WMNs, MobiSEC, like all centralized
solutions, is characterized by a single point of failure (the Key Server) that can be exploited by
adversaries to attack the network. We therefore designed a distributed architecture, named DSA-
Mesh (a Distributed Security Architecture for Wireless Mesh Networks) [13], which improves
the robustness of the entire system by increasing the number of mesh routers that are liable for
the authentication and key management services.

Similarly to MobiSEC, DSA-Mesh exploits the routing capabilities of wireless mesh routers,
adopting a two-step approach: (1) in the first step, new nodes perform the authentication process
with the nearest mesh router, like generic wireless clients; (2) in the second step, these nodes can

(a) (b)

Figure 2.5: (a) MobiSEC: phases of the connection process performed by a new mesh router (node N2); the
depicted keys are used to encrypt backbone traffic. (b) Multi-radio mesh router prototype used to implement and
test MobiSEC.
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upgrade their role in the network (becoming mesh routers) by further authenticating to a key
management service, which consists in this case of several servers, obtaining a temporary key
with which all traffic is encrypted. As a key innovative feature with respect to existing works,
such step is implemented using threshold cryptography ; this technique permits the distribution
of trust in the key management service, allowing n mesh nodes to share the ability to perform
a cryptographic operation (e.g., creating a digital signature), so that any t nodes can perform
this operation jointly, whereas it is infeasible for at most t− 1 nodes to do so, even by collusion.

Regrettably, in some network scenarios DSA-Mesh exhibits a greater latency than MobiSEC,
due to its distributed nature that requires the collaboration of several network nodes to complete
the authentication and key distribution tasks.

For this reason, we further proposed an Integer Linear Programming model to select the mesh
routers that minimize the overall latency of the distributed protocols. We showed that a careful
planning of the roles assigned to mesh routers can increase the responsiveness of DSA-Mesh,
and distributed architectures that adopt a similar collaborative approach.

2.4 Reliability Metrics, Trust and Reputation frameworks for

Wireless Mesh Community Networks

Publications [19, 20].

As we pointed out in Section 1.2, Wireless Mesh Community Networks (WMCNs) provide
a viable alternative to municipal wireless networks for users; however, such networks also in-
troduce new problems that are hard to overcome with current communication protocols, since
the mesh routers that form the WMCN infrastructure are managed and maintained by differ-
ent community users, and therefore they can exhibit heterogeneous behaviors with regards, for
example, to their willingness to perform packet forwarding.

Many applications envisioned to run on WMCNs have high throughput and tight QoS re-
quirements. Recent research [18, 68] has introduced several link layer metrics that capture the
quality of the wireless links in order to select the network paths with the highest delivery rates.

However, most of the proposed metrics have been designed assuming that each wireless
mesh router participates honestly in the forwarding process. While this assumption may be
valid in a network managed by a single network operator, it is not necessarily met in a network
where the participants are managed by different entities that may benefit from not forwarding
all the traffic. This is what happens in a WMCN, where a selfish community member that
provides connectivity through his own mesh router(s) might try to greedily consume the available
bandwidth by favoring his traffic to the detriment of others, for example by selectively dropping
packets sent by other nodes [14]. Tools like iptables can be used to easily implement packet
dropping at the network layer even by inexpert users. Such selfish behavior can cause unfairness
and severe performance degradation.

Previous works focused mainly on the detection of nodes that exhibit selfish behavior and
their exclusion from the network. The routing metrics proposed in this context, however, do not
accurately model the quality of the wireless links.

As a result, the community network is left with several link-layer metrics that fail to ac-
curately choose high-throughput paths between a source and a destination in the presence of
selfish nodes that drop packets at the network layer.
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To cope with this problem, we designed in [19] the Expected ForWarding counter (EFW), a
new cross-layer reliability metric that combines information across the routing and MAC layers
to cope with the problem of selfish behavior (i.e., packet dropping) of mesh routers in a WMCN.
Our metric combines the direct observation of the routing-layer forwarding behavior of neighbors
with the MAC-layer quality of the wireless links in order to allow the routing protocol to select
the most reliable and high-performance path.

More specifically, our proposed metric extends a widely used routing metric named Expected
Transmission Count (ETX), first proposed in [18], which measures the expected number of
transmissions, including retransmissions, needed to correctly send a unicast packet over a wireless
link.

Formally, the ETX metric is computed as follows. Let (i, j) be a wireless link established
between nodes i and j; pij and pji denote the packet loss probability of the wireless link (i, j) in
forward and reverse directions, respectively 1. The probability of a successful transmission on
the wireless link (i, j) can therefore be computed as psij = (1 − pij) · (1 − pji), since in wireless
networks based on the IEEE 802.11 protocol the destination must acknowledge each received
data frame.

To address the problem caused by the dropping behavior of selfish participants in WMCNs,
we combine the link quality measurements captured by the ETX routing metric with the for-
warding reliability of a relaying node j by improving the probabilistic model on which ETX is
based.

Let pdij be the dropping probability of a community network node j (1− pdij therefore repre-
sents its forwarding probability). Note that, since a network node can drop selectively the traffic
sent by its neighbors, the dropping probability of any node j is identified both by the sending
node i and the relaying node j. The probability that a packet sent through a node j will be
successfully forwarded can therefore be expressed as pfwd

ij = psij(1− pdij).
Then, the expected number of transmissions necessary to have the packet successfully for-

warded (Expected ForWarding counter, EFW) can be measured according to the following
equation:

EFW =
1

pfwd
ij

=
1

(1 − pij) · (1− pji)
·

1

(1− pdij)
(2.1)

The EFW metric is estimated in practice by setting each node in promiscuous mode, so that
the mesh router can evaluate the relaying behavior of its neighbors by analyzing the eavesdropped
traffic, that is, by computing the fraction of packets that are actually forwarded.

For the sake of clarity, we now illustrate a simple example that points out the improvements
obtained by our proposed metric with respect to ETX.

Figure 2.6 shows a network topology composed of four nodes; the number above each arrow
represents the link quality measured at the MAC layer by the node at the arc’s head, whereas
the number above each node indicates its forwarding probability at the network layer.

The values of the ETX and the proposed EFW metrics computed by node N1 are reported
in Table 2.2. The ETX metric leads to a poor choice of the best relaying node to reach node N4,
since, according to this metric, the cost of path N1−N2−N4 is lower than that of N1−N3−N4.
However, the actual number of transmissions that node N1 must perform using the former path
is 22.5% greater than that obtained using the latter.

1(1− pij) and (1− pji) will be referred to as link qualities in forward and reverse direction, respectively.
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This simple example shows the necessity to represent the forwarding behavior of network
nodes in addition to the link quality to model closely the reliability of a network path.

Figure 2.6: Example of network topology. Arrows represent the delivery probabilities in forward
(1− pij) and reverse (1− pji) directions. The packet dropping rates of nodes N2 and N3 are 0.5
and 0.1, respectively

Table 2.2: ETX and EFW metrics in the example network of Figure 2.6. The cost related to
the selected best link is highlighted in bold.

Link ETX EFW

N1-N2 1.39 2.78

N1-N3 2.04 2.27

The EFW metric has been tested both by simulation and real network experiments, and
the results demonstrate that the proposed solution increases considerably both the network
throughput and fairness with respect to the widely used approach that takes into account only
the successful transmissions of the wireless link.

To complement our approach, we then proposed a complete, robust scheme to detect selfish
behaviors of mesh routers that participate to the community network, even in the presence of
lying nodes (i.e., the so called “bad-mouthing attack”). In this context, each node evaluates the
trustworthiness of the other mesh routers by combining the direct observations on the forwarding
behavior of neighbor nodes with the trust information provided by other mesh routers.

The proposed framework is composed of three core elements: a monitoring mechanism
(named “watchdog”) able to distinguish between selfish and cooperative actions (i.e., packet
dropping and relaying), a protocol to exchange trust ratings among the network nodes, and a
trust and reputation model for quantifying the nodes trustworthiness, filtering out the informa-
tion likely provided by lying nodes.

Figure 2.7 sketches the architecture of the proposed detection system implemented on all
mesh routers of the WMCN.

The monitoring mechanism was implemented exactly as for the EFW metric: each node is
set in promiscuous mode, so that it can evaluate the forwarding behavior of its neighbors by
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Figure 2.7: Architecture of the proposed detection system.

analyzing the eavesdropped traffic, that is, by verifying that neighbors are actually forwarding
packets, and not dropping them [69].

In our trust and reputation model, the direct and indirect observations about the forwarding
behavior of mesh routers are represented as vectors of a multi-dimensional space. This repre-
sentation enables the aggregation of all the observations related to a specific mesh router in a
unique trust value. Our proposed reputation model filters out all indirect observations about
the forwarding behavior of network nodes that are likely provided by lying nodes.

We performed a thorough numerical evaluation of the proposed framework by simulating
typical network topologies and several attack scenarios, and the results show that our scheme
offers a very high detection accuracy, even when a high percentage of network nodes provide
false trust values. A more detailed discussion of these results can be found in [20].



Chapter 3

Overlay Networks

In this chapter, we summarize the main research contributions related to the planning and
management of overlay networks. We first introduce a centralized optimization approach for
the overlay network design problem, illustrating at the same time the Service Overlay Network
paradigm (Section 3.1). Then, we focus on distributed overlay network management, defin-
ing two novel overlay network formation games that lead user clients to form efficient overlay
networks in a fully distributed, non-cooperative manner (Section 3.2).

3.1 Service Overlay Network Design

(Publications [25, 26, 27, 28].)

Service Overlay Networks (SONs) have recently emerged as alternative and very promising
architectures able to provide end-to-end Quality of Service guarantees in the Internet, while
leaving the underlying Internet infrastructure unchanged [21, 22, 23, 24, 70].

A SON is an application-layer network built on top of traditional IP-layer networks. In
general, the SON is operated by a third-party ISP that owns a set of overlay nodes residing in
the underlying ISP domains. These overlay nodes perform service-specific data forwarding and
control functions, and are interconnected by virtual overlay links which correspond to one or
more IP-layer links [21].

The service overlay architecture is based on business relationships between the SON, the
underlying ISPs, and the users. The SON establishes bilateral service level agreements with
the individual underlying ISPs to install overlay nodes and purchase the bandwidth needed
for serving its users. On the other hand, the users subscribe to SON services, which will be
guaranteed regardless of how many IP domains are crossed by the users’ connection. The SON
gains from users’ subscriptions. Although the quality requirements that a SON must satisfy
may be different (e.g. bandwidth, delay, delay jitter, packet loss), we assume they are mapped
to an equivalent bandwidth [21, 70]. To assure the bandwidth for the SON, the underlying ISPs
have several technical options: they can lease a transmission line to the SON, use bandwidth
reservation mechanisms or create a separate Label Switched Path if MPLS [71] is available in
their networks.

Obviously, the deployment of Service Overlay Networks can be a capital-intensive investment.
It is therefore imperative to develop efficient network design tools that consider the cost recovery
issue for a SON. The main costs of SON deployment include the overlay nodes installation cost
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and the cost of the bandwidth that the SONmust purchase from the underlying network domains
to support its services.

The topology design problem for Service Overlay Networks has been considered by very few
works [70, 72, 73, 74, 75, 76, 77, 78] which make several limiting assumptions:

• the number and location of overlay nodes are pre-determined, while the overlay node
placement is a critical issue in the deployment of the SON architecture.

• A full coverage of all traffic demands must be provided, while the main goal of a SON
operator would be to maximize its profit by choosing which users to serve based on the
expected revenue.

• The capacities of overlay nodes/links are unlimited, thus assuming that the underlying
ISPs will always be able to provide bandwidth to the SON.

• Only small network instances are considered, with a limited number of connections and
overlay nodes.

Our work overcomes all these limitations by first addressing in [25] the joint user assignment
and traffic routing problem, proposing two novel optimization models that determine the optimal
assignment of users to access overlay nodes, as well as the capacity reserved for each overlay
link, while taking accurate account of traffic routing. The first model minimizes the network
installation cost while providing full coverage to all the network’s users. The second model
maximizes the SON profit by further selecting which users to serve in order to make its operation
profitable, and also includes a budget constraint that the SON operator can specify to limit its
economic risks in the deployment of the overlay network.

We then extended such models in [26] to consider the more complex SON design problem,
where the number and positions of overlay nodes to be deployed are optimized. To this end we
presented two SON design models that jointly optimize (1) the number and location of overlay
nodes, (2) the user assignment to access overlay nodes, (3) the traffic routing and (4) the capacity
dimensioning of overlay links.

The SON design problems are NP-hard, however, the proposed Mixed Integer Linear Pro-
gramming formulations can be solved to the optimum for realistic-size instances in reasonable
time. More specifically, the formulation that considers only the user assignment and routing
problem can be solved to the optimum even for large-scale instances in a short computing time.

To tackle large-size instances for the global SON design problem, we proposed two simple but
effective heuristic approaches able to provide near-optimal solutions in a reasonable computation
time. The proposed algorithms are based on the decomposition of the model into sub-problems
and on the solution of the continuous relaxation. 0-1 feasible solutions are then obtained using
a randomized rounding technique.

Regrettably, in some scenarios the proposed heuristics are unable to provide a good solution
to the SON design problem due, in particular, to huge memory consumption and computational
effort. For this reason, we further proposed in [28] an efficient tabu search based approach
that uses polynomial size and Very Large-Scale Neighborhoods (VLSN). VLSN is used once
the local minimum is reached, to “escape” from it and widen the set of explored solutions; it
can therefore be seen as a diversification step for the tabu search. We demonstrated in [28]
that the proposed VLSN-based heuristic is able to design efficient overlay networks even in very
large-scale topology scenarios.
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3.2 Distributed Overlay Network Formation

(Publications [29, 30].)

In many scenarios, the overlay network design is not enforced by a central authority, but
arises from the interactions of several self-interested agents: each user client can decide the set
of connections to establish.

Network design with selfish users has been the focus of several recent works [79, 80, 81,
82, 83, 84], which have modeled how independent selfish agents can build or maintain a large
network by paying for possible edges. Each user’s goal is to connect a given set of terminals with
the minimum possible cost. Game theory is the natural framework to address the interaction of
such self-interested users (or players). A Nash Equilibrium is a set of users choices, such that
none of them has an incentive to deviate unilaterally; for this reason the corresponding networks
are said to be stable.

However, Nash equilibria in network design games can be much more expensive than the
optimal, centralized solution. This is mainly due to the lack of cooperation among network
users, which leads to design costly networks.

Actually, the majority of existing works assume that users are completely non-cooperative.
However, this assumption is not entirely realistic, for example when network design involves
long-term decisions (e.g., in the case of Autonomous Systems peering relations). Moreover,
incentives could be introduced by some external authority (e.g., the overlay administrator) in
order to increase the users’ cooperation level.

In our work [29, 30], we overcome this limitation by first proposing a novel overlay network
design game, the Socially-Aware Network Design (SAND) game, where users are characterized
by an objective function that combines both individual and social concerns in a unified and
flexible manner.

More specifically, in the SAND game each player i picks a path from its source node si to its
destination ti, minimizing its objective function J i, which is a combination of its own path cost
(the selfish component) and the overall network cost, which represents the social component. A
parameter (α) weights the relative importance of the network cost with respect to the user path
cost. Changing the value of α permits to take into account different levels of social awareness
or user cooperation.

Formally, the cost function J i has the following expression:

J i =
∑

e∈Si

πe + α
∑

e∈∪jSj

ce, (3.1)

where the first term takes into account the selfish nature of each player, since it is the cost
for user i to buy the edges belonging to the chosen path, Si; in particular, if edge e lies in xe
of the paths used by the whole set of players, then each player choosing such an edge pays a
proportional share πe = ce

xe
of the cost, ce being the edge cost. On the other hand, the second

term represents the total network cost (i.e., the social cost).
We investigated systematically in [29, 30] the impact of cooperation among network agents on

the system performance, through the determination of bounds on the Price of Anarchy (PoA),
the Price of Stability (PoS) and the Reachable Price of Anarchy (RPoA) of the proposed
game. They all quantify the loss of efficiency as the ratio between the cost of a specific stable
network and the cost of the optimal network, which could be designed by a central authority.
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In particular the PoA, first introduced in [85], considers the worst stable network (that with
the highest cost), while the PoS [79] considers the best stable network (that with the lowest
cost); finally, the RPoA considers only Nash equilibria reachable via best response dynamics
from the empty solution [84]. Hence, PoA and RPoA indicate the maximum degradation due
to distributed users decisions (anarchy), while the PoS indicates the minimum cost to pay to
have a solution robust to unilateral deviations.

Table 3.1 summarizes the bounds we derived for these performance figures, considering a
network created by k users, where Hk is the k-th harmonic number (i.e., Hk =

∑k
i=1 1/i).

Table 3.1: Bounds to the Price of Anarchy (PoA), Price of Stability (PoS) and Reachable Price
of Anarchy (RPoA) for the proposed Socially-Aware Network Design Game.

Metric PoA PoS RPoA

Bound k(1 + α) Hk+α
1+α

k α+1
α+ 1

k

Our analytical results show that as α increases, i.e., when users are more sensitive to the
social cost, the PoS converges to 1, i.e., the best stable network is more efficient, as expected.
Surprisingly, an opposite result holds for the worst case. Indeed, for large α values (highly
socially-aware users) the worst stable network can be much more expensive than the networks
designed by purely selfish users (the α = 0 case).

For this reason, we further proposed in [29, 30] a Stackelberg (leader-follower) approach,
the Network Administrator Driven Socially-Aware Network Design game (NAD-SAND), which
enables very efficient Nash equilibria, avoiding worst-case scenarios: a leader (e.g., the network
administrator) buys an appropriate subset of the network links (i.e., those belonging to the
minimum cost generalized Steiner tree [86] covering all source/destination pairs), inducing the
followers (the network users) to reach an efficient Nash equilibrium.

More formally, in the NAD-SAND game, the Network Administrator plays first, choosing a
subset of network links (referred to as Eopt) for which he pays an equal share of their cost, thus
providing an incentive for all other “ordinary” players to choose them. The goal is to stimulate
all other players to build an efficient and stable network. Then, each player plays exactly as in
the SAND game described above, picking a path from its source node si to its destination ti,
minimizing its objective function J i, given in expression (3.1).

Since computing the optimal Stackelberg strategy for the Network Administrator is NP-
hard, we presented in our works [29, 30] a simple strategy that achieves consistent performance
improvements. Such approach is implemented via the following heuristic:

1. Given the network topology, the network administrator solves a generalized Steiner Tree
problem [86], determining the minimum-cost subnetwork such that the source/destination
nodes of each player are connected by a path. Let Eopt be the set of edges belonging to
such optimal subnetwork.

2. The network administrator chooses all links belonging to Eopt, thus offering to share even-
tually their cost with the other players. Therefore, using the notation introduced before,
after this step we have xe = 1,∀e ∈ Eopt (that is, the network administrator has already
chosen all links that are optimal from a social point of view).



3.2 Distributed Overlay Network Formation 27

3. At this point, all the k users play the SAND game, each trying to optimize its own objective
function, which is the same of expression (3.1).

The rationale behind the proposed NAD-SAND game is the following: the network admin-
istrator tries to motivate all players to use the links that belong to the socially optimal solution
by sharing their cost with network users. Our heuristic is very effective, and permits to obtain
dramatic performance improvements with respect to the SAND game, as we will illustrate in
the following.

Summary of the main results

We now discuss a sample network scenario that shows the effectiveness of our proposed
network design approaches. Figure 3.1 shows the networks resulting at the Nash equilibria with
the SAND game in a random geometric graph scenario (i.e., a graph where links exist between
any two nodes located within a range R, the link cost being equal to its length) with N = 50
nodes, range R = 500, 20 source/destination pairs, and two different α values (viz., α = 0 and
α = 50), which correspond, respectively, to completely selfish and socially-aware behaviors.
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Figure 3.1: Nash equilibria obtained by the SAND game in a random geometric network with
50 nodes, R = 500, 20 source/destination pairs, and different α values (α = 0 and α = 50).

We observe that for α = 50 the topology is much closer to a tree-like topology than that
obtained by completely selfish users (α = 0). This is reflected in the total network cost, which
is equal to 7046.3 for α = 0 and to 5336.2 for α = 50, thus resulting in a gain of more than 24%.

Table 3.2 shows the numerical results obtained in the same network scenario. The total
network costs are illustrated in the table for both the SAND and NAD-SAND games, while the
ILP column reports the optimal network cost. Although there is still room for improvement,
in this scenario the SAND game improves consistently the quality of network equilibria with
respect to the α = 0 case. The NAD-SAND game performs consistently better than the SAND
game, lowering the overall network cost and reaching the socially optimal outcome for α ≥ 10.

Note that we measured the performance of the proposed distributed overlay network for-
mation games in several network topologies, including realistic scenarios where players build an
overlay on top of real Internet Service Provider networks, and we observed that socially-aware
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Table 3.2: Random geometric graphs; random networks with 50 nodes, R = 500 and 20 players:
average network costs for the SAND and the NAD-SAND games. The optimal network cost is
also reported (the ILP column).

Game α = 0 α = 1 α = 10 α = 50 α = 100 α = 1000 ILP

SAND 6567.73 6074.57 5708.95 5724.18 5736.17 5706.09
4213.82

NAD-SAND 5645.44 4675.13 4213.82 4213.82 4213.82 4213.82

users always generate better networks. Furthermore, we observe that the proposed Stackelberg
approach achieves dramatic performance improvements in all the considered scenarios, even for
small α values, since it leads most of the times to the optimal (least cost) network. The reader
is referred to [30] for more details.

Hence, we can conclude that introducing some incentives to make users more socially-aware
can be an effective solution to achieve stable and efficient networks in a distributed way.



Chapter 4

Conclusion and Perspectives

This chapter first presents the conclusions of this manuscript, and then lists a number of
perspectives for future work.

4.1 Conclusion

This manuscript presented the main research activities I carried out in the past five years.
The main goal of my research activity has been to individuate the principles underlying the
design of efficient networks. In this regard, I tackled the research issues related to the main
problems that have a significant impact on the performance of wireless multi-hop and overlay
networks, with particular attention to channel access, network formation, routing, and network
security.

I structured this manuscript in two main chapters corresponding to two classes of contribu-
tions: wireless multi-hop networks and overlay networks.

In Chapter 2 we considered different research issues related to Wireless Mesh Networks
(WMNs) and Wireless Mesh Community Networks (WMCNs); in particular, we focused our
attention on the Medium Access Control (MAC) level, the routing layer, and we proposed
effective security architectures to protect the integrity and confidentiality of the data exchanged
in such networks. Finally, we considered the problem of coping with selfish behaviors exhibited
by members of the community network.

We first focused our attention on the MAC layer of multi-hop wireless networks, proposing
PCD-MAC [5, 7], a Power-Controlled Directional MAC protocol for nodes equipped with adap-
tive antennas. PCD-MAC uses the standard RTS-CTS-DATA-ACK exchange procedure. The
novel difference is the transmission of the RTS and CTS packets in all directions with a tunable
power, while the DATA and ACK frames are transmitted directionally at the minimal required
power.

We then extended this protocol in the context of multi-channel wireless networks, proposing
the Multi-Channel Power-Controlled Directional MAC protocol (MPCD-MAC) [6] for nodes
equipped with multiple network interfaces and directional antennas. The novelty of this protocol
lies in the transmission of the RTS and CTS packets in all directions on a separate control
channel, while the DATA and ACK packets are transmitted only directionally on an available
data channel at the minimum required power, taking into account the interference generated on
already active connections.
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Both protocols achieve significant performance improvements with respect to the most no-
table solutions proposed in the literature. Furthermore, they only require small variations to
the current standard, so that they can be implemented without requiring major hardware mod-
ifications.

We then considered the routing level, first proposing mathematical models for the Qual-
ity of Service routing problem in multi-hop wireless networks with bandwidth constraints [8].
These models were then extended to Wireless Mesh Networks equipped with directional antenna
technology, solving the joint routing and scheduling optimization problem in such networks [9].

Finally, we proposed the Directional Deflection Routing (DDR) [5], which is a routing al-
gorithm for wireless multi-hop networks based on a cross-layer approach that is inspired by
a routing protocol first proposed for optical networks. Each node maintains a sorted list of
next-hop nodes per destination according to paths lengths, and it forwards packets to the first
available node in the list. Node availability is obtained by the MAC layer indication on channel
status in different directions.

As for wireless network security, we first designed two security architectures for wireless
multi-hop networks (namely, MobiSEC and DSA-Mesh [10, 11, 12, 13]) which provide authenti-
cation and access control of all devices that join the network, as well as the distribution of the
cryptographic information used to secure all communications that occur in the backbone of a
WMN. We further formulated a network optimization model to determine the optimal placement
of the devices that collaboratively perform the authentication and key management services.

To tackle the issue of selfishness in Wireless Mesh Community Networks, we designed a novel
reliability metric [19], named EFW (Expected ForWarding counter), which combines information
across the routing and MAC layers to cope with the problem of selfish behavior (i.e., packet
dropping) of mesh routers in a WMCNs. Our metric combines direct observation of routing-
layer forwarding behavior of neighbors with the MAC-layer quality of the wireless links in order
to allow a routing protocol to select the most reliable and high-performance path. Finally, we
proposed a new reputation model [20] to filter out all indirect observations about the forwarding
behavior of network nodes that are likely provided by lying nodes.

In Chapter 3, dedicated to overlay networks, we first focused on a centralized optimization
approach for the overlay network design problem, with particular application to the Service
Overlay Network (SON) paradigm. More specifically, we first proposed two mathematical pro-
gramming models for the user assignment problem, the traffic routing optimization and the
dimensioning of the capacity reserved on overlay links in SONs [25, 27].

We then extended such models in [26] to consider the more complex SON design problem,
where the number and positions of overlay nodes to be deployed are optimized. We therefore
proposed two novel optimization models for the topology planning of SONs that jointly optimize
(1) the number and location of overlay nodes, (2) the user assignment to access overlay nodes, (3)
the traffic routing and (4) the capacity dimensioning of overlay links. The first model minimizes
the SON installation cost while providing full coverage to all network’s users. The second
model maximizes the SON operator’s profit by further choosing which users to serve, based
on the expected gain, and taking into consideration budget constraints. We also introduced
two efficient heuristics to get near-optimal solutions for large-scale instances in a reasonable
computation time.

Finally, we presented an efficient tabu search based approach [28] that uses polynomial
size and Very Large-Scale Neighborhoods (VLSN) to tackle large-scale topology scenarios. In
summary, VLSN is used once the local minimum is reached, to “escape” from it and widen
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the set of explored solutions. We demonstrated the effectiveness of the proposed heuristic in
designing efficient overlay networks even in very large-scale topology scenarios.

We then focused on a fully distributed approach to the overlay network formation problem,
by proposing two novel socially-aware network design games [29, 30]. In the first game, we
incorporated a socially-aware component in the users utility functions, while in the second game
we used additionally a Stackelberg (leader-follower) approach, where a leader (e.g., the overlay
network administrator) architects the desired network buying an appropriate subset of network
links, driving in this way the users to overall efficient Nash equilibria. We provided bounds
on the Price of Anarchy and other efficiency measures, and studied the performance of the
proposed schemes in several network scenarios, including realistic topologies where players build
an overlay on top of real Internet Service Provider networks. Numerical results demonstrate
that (1) introducing some incentives to make users more socially-aware is an effective solution
to achieve stable and efficient networks in a distributed way, and (2) the proposed Stackelberg
approach permits to achieve dramatic performance improvements, designing almost always the
socially optimal network.

4.2 Perspectives

My work in the past has been focused on some of the most notable research problems related
to Wireless Mesh (Community) Networks and overlay networks. I used both a theoretical and a
practical approach, complementing theoretical results derived from mathematical formulations
with real network observations obtained in experimental testbeds and real-life implementations.

In the next years, I plan to strengthen my research activities with particular attention to
some of the most interesting issues that are currently emerging in the wireless community, like
for example resource sharing, routing, incentives to cooperation in distributed environments and
transport protocols.

As for the research methodology, I will consider more in depth Game Theory applications to
telecommunication networks, since Game Theory represents a powerful tool to study distributed
systems built by a set of independent actors. In the past years, I applied this technique to study
some notable problems, including overlay network formation, resource sharing and pricing in
cognitive radio networks. I plan to complement the experimental studies I will perform in the
field of Wireless Networks using game theoretical approaches, analyzing in particular:

1. Resource sharing problems, where many users (wireless nodes/clients) contend for access
to the shared wireless medium; this problem lends itself naturally to a game theoretic
formulation. In these medium access control games, selfish users seek to maximize their
utility by obtaining an unfair share of access to the channel. This action, though, de-
creases the ability of other users to access the shared resource. This problem has relevant
applications in currently emerging network paradigms, like for example Cognitive Radio
Networks, besides immediate applications to Wireless Ad Hoc, Sensor, Mesh and Commu-
nity Networks.

2. Routing strategy behaviors. In particular, I will investigate novel green routing schemes,
able to obtain energy savings in wireless and wired networks. I will focus mainly on fully
distributed approaches, designing incentives for users to form and maintain energy-efficient
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networks. This topic will be increasingly important in the next future, since communication
networks account for non-negligible energy consumption.

3. Incentive mechanisms to improve cooperation in distributed network environments. The
establishment of routes in multi-hop wireless networks (including ad hoc networks, wire-
less mesh and community networks) relies on nodes forwarding packets for one another.
However, as we pointed out in Chapter 2, a selfish node, in order to conserve its limited
energy or bandwidth resources, could decide not to participate in the forwarding process,
thus potentially leading to network collapse. I plan to tackle more in depth this research
issue, which is vital for building and maintaining any distributed (wireless) network, by
further studying effective incentive mechanisms that stimulate an active participation to
the network forwarding process.

4. Transport protocols. Designing efficient transport protocols for wireless multi-hop networks
is a challenging task, especially in a community environment. The reduced reliability at the
network level calls for innovative solutions, based for example on cross-layer approaches,
where MAC and routing level information is combined to improve the performance at the
transport layer.

Finally, I plan to extend the work on network formation, a problem which has become
increasingly important given the continued growth of computer networks such as the Internet.
Previous works, including mine, have addressed this problem considering only networks designed
by self-optimizing (selfish) users, which can be consistently suboptimal. I will therefore formulate
the network formation problem as a cooperative game, where coalitions (groups of players)
coordinate their actions and pool their cost savings. In particular, I will start by investigating
a Nash bargaining approach to solve this problem.

This is only a short list of medium term research I intend to develop.
As for my research strategy, I plan to pursue and intensify my research visits to top-level

universities and laboratories, with special regard to European centers, in order to establish
contacts that will help building consortia for common research projects.

Some research grants I already obtained (listed in my CV), along with project proposals
under review, are currently allowing me to build a research team able to contribute to the
research issues mentioned above. Part of my effort will be devoted to maintain and reinforce
the fund raising activity.
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Summary of other works

In this manuscript, I focused on the contributions that form the core of my research work.
However, I have been involved in a number of other activities that are related to the work
presented in this manuscript. They are briefly described in the following. For more details, the
reader is invited to consult the papers and references therein.

Competitive Spectrum Access in Cognitive Radio Networks [87] (with Jocelyne Elias, Eitan
Altman, Antonio Capone). Cognitive radio networks provide the capability to share the
wireless channel with licensed (primary) users in an opportunistic manner. Primary users
have a license to operate in a certain spectrum band; their access can only be controlled
by the Primary Operator and is not affected by any other unlicensed (secondary) user.
On the other hand, secondary users (SUs) have no spectrum license, and they attempt
to exploit the spectral gaps left free by primary users. This work studies the spectrum
access problem in cognitive radio networks from a game theoretical perspective. The
problem is modeled as a non-cooperative spectrum access game where secondary users
access simultaneously multiple spectrum bands left available by primary users, optimizing
their objective function which takes into account the congestion level observed on the
available spectrum bands. As a key innovative feature with respect to existing works, we
model accurately the interference between SUs, capturing the effect of spatial reuse. We
demonstrate the existence of the Nash equilibrium, and derive equilibrium flow settings.
Finally, we provide numerical results of the proposed spectrum access game in several
cognitive radio scenarios, and study the impact of the interference between SUs on the
game efficiency.

Dynamic Bandwidth Allocation in Quality of Service Networks [88, 89, 90] (with Jocelyne
Elias, Antonio Capone, Guy Pujolle). Efficient dynamic resource provisioning algorithms
are necessary to the development and automation of Quality of Service (QoS) networks.
The main goal of these algorithms is to offer services that satisfy the QoS requirements
of individual users while guaranteeing at the same time an efficient utilization of network
resources. In this work we introduce a new service model that provides per-flow bandwidth
guarantees, where users subscribe for a guaranteed rate; moreover, the network periodically
individuates unused bandwidth and proposes short-term contracts where extra-bandwidth
is allocated and guaranteed exclusively to users who can exploit it to transmit at a rate
higher than their subscribed rate. To implement this service model we propose a dynamic
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provisioning architecture for intra-domain Quality of Service networks. We develop a set
of dynamic on-line bandwidth allocation algorithms that take explicitly into account traffic
statistics and users utility functions to increase users benefit and network revenue. Fur-
ther, we propose a mathematical formulation of the extra-bandwidth allocation problem
that maximizes network revenue. The solution of this model allows to obtain an upper
bound on the performance achievable by any on-line bandwidth allocation algorithm. We
demonstrate through simulation in realistic network scenarios that the proposed dynamic
allocation algorithms are superior to static provisioning in providing resource allocation
both in terms of total accepted load and network revenue, and they approach, in several
network scenarios, the ideal performance provided by the mathematical model.

Enhanced Protection Techniques for Optical Networks [91, 92, 93] (with Wissam Fawaz, Ken
Chen, Guy Pujolle). One of the major concerns of optical network operators is related
to improving the availability of services provided to their highest-class clients. Achieving
this objective is possible through managing faults using the different classical protection
schemes, namely the so-called dedicated and shared protection schemes. However, the ma-
jority of the work concerning protection schemes has considered the primary connections
as equally important when contending for the use of the backup resources. As a main con-
tribution, we therefore propose an improvement of the existing protection schemes through
the introduction of relative priorities among the different primary connections contending
for the access to the protection path. To evaluate numerically the benefits of the service
differentiation feature introduced in our proposal, we first develop a mathematical model,
based on which we derive explicit expressions for the average connection availabilities that
result from both the classical protection schemes and the proposed priority-aware one.
Through this model, we show how the availability of the highest-class clients is improved
when deploying the proposed priority- aware protection scheme. Finally, we develop a
simulation study, which shows that the priority-aware protection strategy satisfies service-
availability requirements in a cost-effective manner compared with the classical protection
schemes

Dynamic Online QoS Routing Schemes [94, 95] (with Antonio Capone, Luigi Fratta). Sev-
eral dynamic QoS routing techniques have been recently proposed for new IP networks
based on label forwarding; however, no extensive performance evaluation and comparison
is available in the literature. This work analyzes their performance referring to several
networks scenarios. In order to set an absolute evaluation of the performance quality we
have obtained the ideal performance of any routing scheme using a novel and flexible math-
ematical programming model that assumes the knowledge of arrival times and duration
of the connections offered to the network. This model is based on an extension of the
maximum multi-commodity flow problem. Being an integer linear programming model,
its complexity is quite high and its evaluation is constrained to networks of limited size.
To overcome the computational complexity we have defined an approximate model, based
on the multi-class Erlang formula and the minimum multi-commodity cut problem, that
provides an upper bound to the routing scheme performance. The performance presented
in this work, evaluated by measuring the connection rejection probability, shows that the
schemes considered reach, in several scenarios, the ideal performance, showing that no
much gain is left for alternate new schemes.
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