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Network Traffic Monitoring,
Analysis and Anomaly Detection

odern computer networks are increasingly perva-

sive, complex, and ever-evolving due to factors like

enormous growth in the number of network users,
continuous appearance of network applications, increasing
amount of data transferred, and diversity of user behaviors.
Understanding and measuring such a network is a difficult yet
vital task for network management and diagnosis. Network traf-
fic monitoring, analysis, and anomaly detection provide useful
tools for understanding network behavior and determining net-
work performance and reliability so as to effectively and
promptly troubleshoot and resolve various issues in practice.

Network traffic monitoring, analysis, and anomaly detection
have become a very active research area in the networking com-
munity over the past few years. There are several international
scientific workshops and conferences as well as projects initiated
on this topic. In Europe, for example, the European Commis-
sion initiated the FP7 project Decontralized, Cooperative and
Privacy-Preserving Monitoring for Trustworthiness (DEMONS)
starting in October 2010, aimed at dealing with the major issues
of cooperative network monitoring. Network traffic monitoring
and analysis is an indispensable tool for various network man-
agement activities, such as traffic measurement, pricing and
engineering, optimization of network resources, and network
planning and design. It also provides a fertile ground for model-
ing access patterns and network behavior, which is helpful for
network performance analysis. Furthermore, network traffic
monitoring and anomaly detection provide a sound basis for
prevention and reaction in network security, as intrusions,
attacks, worms, and other kinds of malicious behaviors can be
identified by traffic analysis and anomaly detection.

This special issue is intended to present recent research devel-
opments and efforts in addressing major challenges in network
traffic monitoring and analysis. In response to the open call, we
were pleased to receive 39 submissions from 17 countries. The
large number of submissions indicates the high level of interest in
network traffic monitoring and analysis. The submissions have
been rigorously reviewed, and finally nine articles were selected
for publication in this special issue. Due to limited space, five
articles are published in this issue (May/June 2011); the other
four articles will appear in January/February 2012. The articles
provide diverse insights on network traffic monitoring, including
experiences, traffic monitoring in traditional networks as well as
wireless sensor networks (WSNs), and traffic analysis in the
Internet of Things. We hope that all the articles of this special
issue will inspire interesting ideas in the research community, and
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provide readers with relevant knowledge and techniques on the
main issues of network traffic monitoring and analysis.

The first article, “Experiences of Internet Traffic Monitoring
with Tstat” by A. Finamore, M. Mellia, M. Meo, M. M. Munafo,
and D. Rossi, reports their experiences in engineering and
deploying Tstat (TCP Statistic and Analysis Tool), a free open
source passive monitoring tool developed by the networking
research group at Politecnico di Torino, Italy, over the past 10
years. In this article, the authors discuss the capabilities and
internal design of Tstat, and present some examples of measure-
ments collected deploying Tstat at the edge of several European
ISP networks in the past years. This article provides general
information on and techniques for the design and development
of tools for network traffic monitoring and analysis.

With more and more WSNs to be deployed in the real world,
monitoring WSNs has become an important issue. The second
article, “Packet Traffic: A Good Data Source for Wireless Sensor
Network Modeling and Anomaly Detection” by Qinghua Wang,
presents a methodology of building behavioral profiles of wire-
less senor nodes and networks with packet traffic. Their case
studies show that node and network anomalies are detectable by
monitoring the evolution of node/network behavioral profiles.

Peer-to-peer (P2P) traffic has grown to be one of the dominant
sources of network traffic. The third article, “Measurement and
Diagnosis of Address Misconfigured P2P Traffic” by Zhichun Li,
Anup Goyal, Yan Chen, and Aleksandar Kuzmanovic, reports a
study of the address-misconfigured P2P traffic caused by a large
number of peers sending P2P file downloading requests to a target
that is never part of the P2P network. By analyzing a very large data
set, the authors discover that address-misconfigured P2P traffic is
one of the major sources of Internet background radiation and is
growing quickly. In the article, in order to measure the address-mis-
configured P2P traffic, the authors design and implement a tool
called P2PScope that detects and diagnoses such traffic.

The article titled “Dynamic Measurement-Aware Routing in
Practice” by Guanyao Huang, Saqib Raza, Srini Seetharaman,
and Chen-Nee Chuah proposes dynamic measurement-aware
routing (DMR) for network-wide traffic measurement. It over-
comes the varying nature of both traffic characteristics and mea-
surement objectives by intelligently routing important traffic
sub-populations to some appropriate configured/
deployed monitors. The whole procedure thus involves initial
assessment of flow importance, flowset configuration and flowset
routing with considerations of overall network performances. The
article outlines the challenges of implementing DMR in practice
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and builds an OpenFlow-based prototype for enterprise networks.

The Internet of Things has become a popular topic in recent
years. In the last article, “Multimedia Traffic Security Architec-
ture for Internet of Things” by Liang Zhou and Han-Chieh
Chao, a media-aware security framework for facilitating various
multimedia applications in the Internet of Things is proposed.
The authors present a method of multimedia traffic classifica-
tion and analysis for handling the heterogeneity of diverse appli-
cations. Based on this method of traffic classification, a
media-aware traffic security architecture is proposed to enable
diverse multimedia services provisioning to the users.

Finally, we would like to thank all those who made this spe-
cial issue possible: the authors who submitted their work, the
peer reviewers who contributed their time and effort to help
improve the quality and readability of this Issue; Editor-in-Chief
Thomas M. Chen for his continuous support in the development
of this special topic; and the staff of publication office for their
work in editing. We hope that all the articles accepted for this
special issue provide readers with informative and helpful infor-
mation on network traffic monitoring and analysis.
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