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Abstract:

Intrusion detection is an important technique in the
defense-in-depth network security framework and a hot topic
in computer network security in recent years.  In this paper,
a new efficient intrusion detection method based on Hidden
Markov Models (HMMs) is presented. HMMs are applied to
model the normal program behaviors using traces of system
calls issued by processes. The output probability of a sequence
of system calls is calculated by the normal model built. If the
probability of a sequence in a trace is below a certain
threshold, the sequence is flagged as a mismatch. If the ratio
between the mismatches and all the sequences in a trace
exceeds another threshold, the trace is then considered as a
possible intrusion. The method is implemented and tested on
the sendmail system call data from the University of New
Mexico. Experimental results show that the performance of
the proposed method in intrusion detection is better than
other methods.
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1. Introduction

Intrusion detection is an important and active area of
research in computer security in recent years. In general,
the techniques for intrusion detection fall into two major
categories depending on the modeling methods used:
misuse detection and anomaly detection. Misuse
detection is usually conducted by signature matching of
known attacks.  Although misuse detection is very
effective for detecting known attacks, it can not detect
“newly invented” attacks. Anomaly detection, on the
other hand, models normal behaviors and attempts to
identify patterns of activities that deviate from the defined
model. Anomaly detection can detect unknown intrusions
and therefore is an active research area in intrusion
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detection. However, anomaly detection may cause a
higher rate of false alarms. In practice, an Intrusion
Detection System (IDS) integrate misuse detection and
anomaly detection techniques to enhance the performance
of the intrusion detection.

Many types of data can be used for anomaly detection,
such as Unix Shell commands, audit events, keystroke,
system calls, and network packages, etc. Early studies [1,
2, 3] on anomaly detection mainly focus on learning normal
system or user behaviors from monitored system log or
accounting log data. Examples of the information derived
from these logs are: CPU usage, time of login, duration of
user session, names of files accessed, etc.  However,
since user behaviors can change very frequently, it is
difficult to model stable user behaviors and therefore the
model can not be used to detect intrusions effectively.

In recent years, many research in anomaly detection
focus on modeling program behaviors. Compared to user
behaviors, program behaviors are more stable over time
because the range of program behaviors is more limited [4].
Furthermore, it would be more difficult for attackers to
break into a computer system without revealing their tracks
in the execution logs [4]. Therefore, modeling program
behaviors is more effective for intrusion detection and this
property attracts many researchers. In 1996, Forrest et al.
introduced a simple anomaly detection method based on
monitoring the system calls issued by active, privileged
processes. Each process is represented by the ordered list
of system calls it used. In sequence time-delay
embedding (STIDE), a profile of normal behaviors is built
by enumerating all fixed length of unique, contiguous
system calls that occur in the training data, and any
violation of the defined model is considered as anomalies
[5]. This work was extended by various methods. Lee et
al. used data mining approach to study a sample of system
call data to characterize sequences occurring in normal data
by a small set of rules. During monitoring, sequences
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violating those rules are treated as anomalies [6]. Wespi et
al. further developed Forrest’s idea and proposed a variable
length approach [7]. Asaka et al. proposed another
approach based on the discriminant method in which an
optimal classification surface is first learned from samples
of the properly labeled normal and abnormal system call
sequences. The surface is then used as a basis to decide
the normality of a new system call sequence [8]. Rough
Set Theory method is applied by our research group to
learn the rule set by modeling the normal program
behaviors with much smaller size of sample data set
required and improved detection accuracy based on system
call data [9]. Yihua et al. used KNN classifier and Wenjie
et al. applied Robust support vector machines for intrusion
detection [4, 10] and also get good testing results.

Existing efforts on intrusion detection have considered
mainly 6 attributes of activities in computer systems, and
these attributes can be categorized into three groups:
duration property, ordering property and frequency
property of events [11]. The ordering property of system
calls is useful to model program behaviors for anomaly
detection. Many methods have been used to consider the
ordering information of the system calls for this end, such
as first-order Markov Chain Models [12], high-order
Markov Models [13] and HMMs [14-18], etc.

HMMs based intrusion detection method was first
proposed by Warrender et al [14].  They used one system
call at a time in a trace as observable and tracked what state
transitions and outputs would be required of the HMMs to
produce that system call. If a system calls in the trace
which could only have been produced using below
threshold transitions or outputs, it is flagged as a mismatch
[14]. In this method, HMMs are making anomaly
decisions at each system call rather than on sequences.
This paper presents a new intrusion detection method using
HMMs to model program behaviors. In this new method,
sequences of system calls in a trace were used as
observable. The probability that the HMMs produce a
sequence of system calls was computed for anomaly
detection. If the probability of a given sequence in a trace
is below a certain threshold, the sequence is then flagged as
a mismatch. If the ratio between the mismatches and all
the sequences in a trace exceeds another predetermined
threshold, the trace is considered as a possible intrusion.
Experimental results on system call data show that the
proposed method is promising in terms of accuracy and
efficiency compared with other methods.

The rest of this paper is organized as follows. The
next section gives a brief introduction of HMMs and shows
how HMMs are applied to model the normal program
behaviors. In section 3, the anomaly detection method is
presented. Intrusion detection experiments are described
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and the testing results are summarized and discussed in
section 4. Concluding remarks are given in section5.

2. Modeling Normal Program Behaviors Based on
HMMs

An HMM describes a doubly stochastic process.
Each HMM contains a finite number of unobservable (or
hidden) states. Transitions among the states are governed
by a set of probabilities called transition probabilities. An
HMM defines two concurrent stochastic processes: the
sequence of HMM states and a set of state output processes.
As a machine learning method for constructing a finite state
machine, HMMs have been widely used in knowledge
discovery, pattern classification, speech recognition, DNA
sequence modeling, and so on.

There are three central issues in HMMs including the
evaluation problem, the decoding problem, and the learning
problem. Given an input sequence of system calls, an
HMM can model this sequence by three parameters—state
transition probability distribution A, observation symbol
probability distribution B and initial state distribution
7 [19]. Therefore, a sequence can be modeled as
A=(AB,7) using its characteristic parameters. Other

parameters except A, B, 7z used in HMMs are defined as
follows:

T = length of the sequence of observations (training
set)

N = number of states in the model (we either know or
guess this number)

M = number of possible observations (from the
training set)

S= {s1,S,,---,S\} finite set of possible states

V. = {vy,vy,--,vy} finite set of
observations)

HMMs learning can be conducted by the Baum-Welch
(BW) or forward-backward algorithm—an example of a
generalized expectation-Maximization (EM) algorithm
[19].

Standard HMMs have a fixed number of states, so we
must decide the size of the model before training.
Preliminary experiments showed that a good choice for the
application was to choose a number of states roughly
corresponding to the number of unique system calls used
by the program [14]. Therefore choosing the number of
the states depends on the dataset used in the experiments.

& (i, j) is defined as the probability being in state s;

at time t and the state s; at time t+1 and it can be written

possible

as following equations [19, 20, 21]:
&G, ) =P(i, =s;,ii,y =5;[0,4)
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Forward variable ¢, (i) is defined as the probability
that the model is in state s; at time t and has generated the
target sequence up to step t. It can be written as
o (i) = P(O-+-Op iy =51 | 1) .

Backward variable f;(j) is analogously defined to
be the probability that the model is in state s; at time t

and will generate the remainder of the give target sequence.
7. (i) is the probability with which it stays at state s;

at time t.
7t(i) = P(it =S |0,1)

N
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Given the above variables calculated, a new model
A=(AB,7) can be re-estimated by the following
equations [20]:
zi = expected frequency(number of times) in state s; at time(t =1)

=n() 3)

—  expected number of transitions from state s; tostate s;

aii =
! expected number of tranistions from state s;
T-1 o
pRA))
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(4)
b: ® expectesiumbenf timednstatej andobservingymboV,
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We start with rough and arbitrary estimates z , A and B,
calculate improved estimates by (3), (4) and (5), and repeat
until some convergence criterion is met (e.g., sufficiently
small change in the estimated values of the parameters on
subsequent iterations).

After the HMMs were learned on training set of
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system calls, normal program behaviors can be modeled by
the parameters of the HMMs 4 = (A B, 7).

3. Anomaly Detection

Given a testing trace of system calls (length S) that
were generated during the execution of a process, we use a
sliding window of length L to move along the trace and get
(S-L+1) short sequences of system call
Xi@<i<S-L+1).

Using the normal model A= (A B,z) which was
built by the training method described in above section, the
probability that a given observation sequence X is
generated from the model can be evaluated using the
forward algorithm by forward variable ¢, (i) defined in
the above section.

Summing up (i) for all i yields the
value p(o|2) Which can be calculated by the following

procedures [20, 21]:
Step 1. Initialization

o (D) = 70, (0y) (6)
Step 2. Induction

() = {iat ()ay; :|bj (Or1) Y]
Step 3. Terr:ilnation

P(Olﬂ)=i0& (i) 8)

i=1
In the procedure of actual calculation, we use
log—probabilities and to compute |og p(o‘g) instead of

P(O\/l) for the purpose of increasing the scale of the

probability.

Ideally, a well-trained HMM can give sufficiently high
likelihood only for sequences that correspond to normal
behaviors. Sequences correspond to abnormal behaviors,
on the other hand, should give a significantly lower
likelihood values. On this property the anomaly detection
method in this paper is based.

Given a predetermined threshold &;, with which we

compare the probability of a sequence X in a testing trace,
if the probability is below the threshold, the sequence X is
flagged as a mismatch. We sum up the mismatches and
define the anomaly index as the ratio between the numbers

of the mismatches and all the sequences in the trace. And
the classification rule is assigned as follows:
anomaly index = numbers of the mismathes <z, 9)

numbers of all the sequencesin a trace ~
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If (9) is met, then the trace (process) embedding the
testing sequences is considered as a possible intrusion.

4.  Experiments

41. Data Set

For the purpose of comparison, the experiments are
based on several sets of CERT synthetic sendmail system
call sequences, which were collected by Forrest et al. and
can be downloaded at http://www.cs.unm.edu/~immsec/.
In our experiments, the sequences are first converted into
segments of fixed lengths. A fraction of the normal
system call segments are then grouped as the training
dataset.  Another fraction of normal segments and 6
abnormal traces of system calls are used as the testing
dataset. The description of the datasets in the experiments
is shown in Table 1.

Table 1. Description of the data sets used in the
experiments
105 traces of the latter data in
Sendmail.ini
12 traces of the former data in
Sendmail.daemon.ini
42 traces of the former data in
Sendmail.ini
5 traces of the latter data in
Sendmail.daemon.ini
4 syslog attacks and 2
unsuccessful attacks

Training data
(Normal data)

Testing Normal

data

Abnormal

In the training set of the normal data, there are 53
unique system calls. Therefore, we use 53 states in the
experiments for modeling the program behaviors and
detecting anomalies described in section 2 and section 3.

4.2. Experimental Results and Discussion

Good testing results are obtained by modeling
program behaviors using the proposed method based on
HMMs for anomaly detection. In the experiments, we use
different window sizes as 3, 6, 7, 10, and 11 respectively
for comparison of the experimental results.

The anomaly indexes obtained for each of the different
5 window sizes are shown in Table 2 together with the
results obtained by Forest et al. [5] and Lee et al. [6] for
comparison.

From Table 2, it is easily observed that:

(1) The anomaly indexes of the abnormal sequences
are significantly higher than those of the normal testing
data set (the last row). Therefore, the normal and
abnormal can be easily distinguished using the proposed
method based on HMMs.

(2) The anomaly indexes of the abnormal sequences
are higher and the normal sequences are lower than those of
obtained by Forrest et al. and Lee et al for all the window
sizes. This means that the detection accuracy of the
proposed method is better than the methods proposed by
Forrest et al. and Lee et al.

(3) The anomaly indexes in the experiments are
variable with different windows sizes. This means that
the performance of the intrusion detection is related to the
window size. Therefore, the study on different window
sizes is meaningful.

The proposed method is effective for intrusion
detection. Though training an HMM is computationally
expensive in the procedure of modeling program behaviors,
testing is efficient once the model was built for normal
program behaviors. Therefore, the proposed method can
be used for online detection in the real world.

Table 2: The anomaly indexes of the testing traces under different window sizes compared with the results of Forrest

et al. and Lee et al.
values in the table are the percentage of the anomaly indexes.

Note that the sequences listed in the table are all abnormal except the one in the last row and the

Forrest Lee The proposed method based on HMMs
System Call Sequences Wl_ndow Wl_ndow Window Sizes
sizes sizes
11 7 11 10 7 6 3
syslog-remote-1 5.1 115 14.32 25.59 23.67 21.01 14.42
syslog-remote-2 1.7 8.4 11.73 21.70 20.43 18.28 13.41
syslog-local-1 4.0 6.1 6.31 16.72 14.97 11.85 7.46
syslog-local-2 5.3 8.0 6.39 19.23 17.22 13.96 8.46
sm565a 0.6 8.1 491 27.74 2491 19.63 13.19
sm5x 2.7 8.2 2.75 28.08 24.04 19.45 10.88
Normal 0 0.6 0.35 0.55 0.31 0.28
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5. Concluding Remarks

In this paper, a new efficient intrusion detection
method based on HMMSs was proposed. The method
considers the transition information of system calls issued
by programs. The normal program behaviors were
modeled using HMMs and any significant deviation from
the model is considered as possible intrusion. In stead of
considering the unobservable state transition probability in
other HMMs based methods in paper [14] and [16], this
new method only takes into account the output observable
probability. Therefore, the computation would be reduced
in the procedure of anomaly detection. Another
advantage of this method is it uses the percentage of the
“mismatches” while the methods in paper [17] and [18]
only calculate the probability of the output observable.
Our method sounds more reasonable because if one system
call does not appear in the training set, the probability of
some sequences embedding the system call is zero. In this
case, the trace may not be anomalous but method in paper
[17] and [18] would classify it as intrusion. Therefore our
method would reduce the false alarms and the performance
of the intrusion detection would be better.

The proposed method is implemented and tested on
the sendmail system call data from the University of New
Mexico. Experiment results show that the method is more
efficient in terms of detection accuracy compared to other
methods.

Preliminary research shows that the number of the
states is a sensitive parameter [14]. We hope to determine
the physical meaning of the number by further experiments.
In addition, considering the transition information of
sequences is computationally expensive, another further
research is in progress to mix the frequencies property with
the transition information of system call sequences so that
lower false alarms and missing alarms is achieved and the
computation effort is reduced.
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