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Detection of Anomalous Program Behaviors Based on Hidden Markov Model s

Zhang Xiangliang, Wang Wei, Guan Xiaohong
(School of Bectronics and Information Engineering, Xi' an Jiaotong University , Xi' an 710049, China)

Abgtract: To improve detection accuracy , a new intruson detection method with high efficiency was pres
ented. The method is based on hidden Markov model (HMM) to profile normal program behaviors using
traces of system calls generated during the normal execution of processes. At the stage of anomaly detec-
tion, atesting trace of system callsis divided into short system call sequences by moving along the trace
with a diding window. The output probability of a short system call sequence embedded in the testing
trace is calculated based on the normal model. If the output probability of a short system call sequence ex-
ceeds a preset threshold, the short system call sequence isidentified as a* mismatch”. If the ratio of the
number of mismatch system call sequences to the number of all sequences embedded in the trace exceeds
another preset threshold, the trace is then consgdered as an intruson. Experimental results show that the
proposed method improves the detection accuracy by at most 590 % compared to both Forrest’ sand Lee’ s
methods.
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(UNM)

sendmail

(http://www. cs. unm.

remote-1 5.10

remote2 1.70

edu/ immsec/ data-sets. htm) ,
2
2
-
sendmail 24 075 117
sendmail 37 596 a7
local-1 1516 6
local-2 1574 6
remote-1 1861 7
remote-2 1553 4
sm565a 275 3
sm5x 1537 8
; N,
53 ,
N =53.
32
5 k , 3 .
: For-
rest’” Lee!®
3 k HMM Forrest
Lee ) %
o
Forrest Lee
k=11 k=7 k=11 k=10 k=7 k=6 k=3
0.00 0.60 0.00 0.35 0.55 0.31 0.28
loca-1 4.00 6.10 6.31 16.72 14.97 11.85 7.46
local2 5.30 8.00 6.39 19.23 17.22 13.96 8.46

11.50 14.32 25.59 23.67 21.01 14.42

8.40 11.73 21.70 20.43 18.28 13.41

sm565a 0.60 8.10 4.91 27.74 24.91 19.63 13.19
sm5x 2.70 8.20 2.75 28.08 24.04 19.45 10.88
CPU , 200 min,
CPU 4
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4 HMM CPU s
CPU
k=11 k=10 k=7 k=6 k=3
92.6 86.6 68.5 62.3 45.2
local-1 3.57 3.25 2.48 2.08 1.28
local-2 3.62 3.34 249 2,16 1.31
remotel  4.25 3.96 2.89 2.58 1.56
remote2  3.20 3.01 2.26 1.98 1.22
sm565a 0.56 0.49 0.37 0.34 0.22
sm5x 2,99 2.78 213 1.87 1.17
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