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Abstract

This paperaddresseghe problemof selectindfinite test
setsand autamatingthis selection. Amongthesemethod,
someare deterministicandsomeare statistical. Thekind of
statisticaltestingwe considemasbeeninspiredby thework
of Theverod-FosseandWaeselynk. Ther, thechace of the
distribution on the input doman is guidedby the structue
of theprogramor theform of its specificéion.

In the presentpaper, we describea new genericmethod
for performing statistical testing accading to any given
graphical descriptionof the behavior of the systemunder
test. This methodcan be fully autanated. Its main origi-
nality is thatit exploitsrecentresultsandtoolsin combira-
torics, preciselyin theareaof randan geneation of combi-
nataial structues.

Uniform randam genertion routinesare usedfor draw-
ing pathsfrom the set of executionpaths or tracesof the
systemuncer test. Thena constaint resolutionstepis per
formed,aimingto designa setof testdatathat activatethe
genemtedpaths.Thisapproad appliesto a numter of clas-
sical coverage criteria. Moreover, we showhowlinear pro-
grammirg techniques may help to improve the quality of
test,i.e. the proballities for the elementgo be covered by
thetestprocess.

The paper presentghe methodin its generlity. Then,
in the last section,experimentalresultson apgying it to
structual statisticalsoftwae testingare reported

1 Intr oduction

In the areaof softwaretesting,numerousmethod have
beenproposedandusedfor selectindfinite testsetsandau-
tomatirg this selection. Among thesemethodssomeare
deterninistic andsomeareprobailistic. Dependhg onthe
authas, method of thislastclassarecalledrandam testing
or statisticaltesting.

Randomtestingasin [11, 12, 28], consistsin selecting
testdatauniformly at rancbm from theinputdomainof the

progam. Whentherandm selectionis basedon someop-
eratioral profile, it is sometimesalledstatisticalor opaa-
tional testingandcanbe usedto make reliability estimates
[26]. In this article, the kind of statisticaltestingwe con-
siderhasbeeninspiredby thework of Thévenod-Fosseand
Waeselync{31]. Ther, the choiceof the distribution on
theinputdonainis guided by somecoveragecriteriaof ei-
thertheprogram(structual statisticakesting)or somespec-
ification (functional statisticaltesting).

In the recentyears, the generalproblem of studyng
and simulatingrandon processedasparticulaty benefit-
ted from progessesn the areaof rancm geneation of
combinatorial structures. The seminalworks of Wilf and
Nijenhus in the late 70’s [35, 27] have led to efficiert al-
gorithms for generatig uniformly at randon a variety of
combnatorial structues. In 1994, Flajolet, Zimmemann
andVan Cutsem[13] have widely genealizedandsystem-
atizedthe apprach. Briefly, their approachis basedon a
non-ambigwusrecursve deconpositionof the combindo-
rial structureso be geneated. Their work constituteshe
basisof powerful tools for uniform randan generatio of
compex entities,asgrapts, trees,words, paths.etc. In the
presentpaper we explore the ideaof usingsuchconceps
andtoolsfor randon softwaretesting.

Actually, thereare several waysto useuniform genea-
tion in theareaof testing.

As mertionedabore, a natura ideais to uniformly draw
datafrom theinputdomain This approah of rancbm test-
ing, wasstudiedsometime agofor numercal data[11, 12],
andturnedoutto have anunevendetectiorpower whenap-
plied to realistic conplex progams([4, 31]. This is con-
firmedby recentcompmrisonsandevaluations[28].

In this paper we follow anotter idea: We describea
geneit methal for usingthesetools assoonasthereis a
graphical descriptim of the behaior of the systemunder
test. It may be the contwol graphof the progam, or some
specification,either directly graphcal (State-chartsPetri
nets)or indiredly via somesemanticsn termsof transi-
tion systemsautomata, statemachinesKripke structures,
etc. Suchbehaioral grapts canbe describecas combira-
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Figurel: A graphwith startingandendingvertices

torial structues. Therefae, uniform geneationcanbeused
for drawing pathsfrom the setof execution pathsor traces
of the systemuncer test, or, more efficiently, amaig some
subsetsatisfyingsomecoveragecondtions.

Our apprach was sketchedin a previous paper[16],
wherewe preseted a first exanple for structuralstatisti-
caltesting.This papemresets themethodin its geneality,
andavoidsthe heuristicusedin [16] for theimplemertation
of theall-statementsndall-brarchescriteria.

The paperis organized as follows: Section2 presents

our generaimethodto countanduniformly draw pathsin a
graph, basednsometranslatiorinto acombiratorialstruc-
ture specification;Section3 recallssomebasicnotionsof
statisticaltesting,coveragecriteriaandtestquality; In Sec-
tion 4 we presenta pathgeneratio schemeguidedby test
gudity, andin Sections we discusgheissueof derving test
inputs, oncea setof pathshasbeengererated. In the two
last sectionswe give someexpeiimentalresultson apply-
ing ourmethodto structuré statisticatestingandwe sketch
somepersgectives.

2 Combinatorial preliminaries

We presenheresomecombiratorialconceps andmeth-
odswhich will be usedin the sequelof the paper Let us
corsider a conrecteddirectedgragh G wherevertices,as
well asedgesarelabeledin sucha way thatary two dis-
tinct vertices(respedgeshavedistinctlabels.Furthermore,
thereexist two verticesv, (startingvertex) andv, (endng
vertex) suchthat, for ary vertex v, thereexists a pathfrom
v, to v anda pathfrom v to v, in G. Figurel presentsuch
agraph whee verticesarelabeledwith numtersfrom 0 to
7 andedgesarelabeledwith lettersfrom'a’ to ’k’; vertices
0 and7 arethe startingandendingverticesrespectiely. If
n is a positive integer, P,, (resp. P<,) denoteshe setof
pathsof lengthn (resp.whoselengthis < n) in G from v,
to ve, andP<., denoteghewhole (possiblyinfinite) setof
pathsfrom v, to v,.

2.1 Uniform random geneimation of paths in a
graph

Ouraimis, givenaninteger n, to generatauniformly at
rancbm (u.a.r) oneor several pathsof length < n from
vs t0 v.. Uniformly meansthatall patrs in P<,, have the
sameprokability to begenerged. At first, let usfocusona
slightly differentprodem: thegeneratio of pathsof length
n exadly. We will seefurtherthata small charge in the
graph allows to generatgathsof length< n. Remarkthat
geneally the numter of pathsof lengthn grows exponen-
tially with n.

The principle of the geneation processs simple: Start-
ing from vertex v, draw a pathstepby step. At eachstep,
the proessconsistsn choosimg a successoof the current
vertex andgoingto it. Theproblemis to procee in sucha
way thatonly (andall) pathsof lengthn canbe generged,
andthatthey areequipobablydistributed Thisis dore by
choasing successorwith suitableprababilities. Givenary
vertex v, let f,(m) denotethe numter of pathsof length
m which conrectv to the endvertex v.. Suppaethat, at
ary stepof the geneation,we areon vertex v which hask
successordendedwvy, v, ..., vg. INn addition suppsethat
m > 0 edgsremainto be crossedn orderto geta path
of lengthn to v.. Thenthe condtion for uniformity is that
the probability of choosingvertex v; (1 < i < k) equals
fv;(m — 1)/ f,(m). In otherwords,the probability to goto
ary successoof v mustbe proportional to the nunber of
pathsof suitablelengthfrom this successoto v..

Sowe needto compue the numters f,(¢) for ary 0 <
i < n andary vertex v of the gragh. This canbe doneby
usingthefollowing recurencerules:

folv) = 1 if v =10,
=0 otherwise
filv) = Y, fica(¥') fori>0

wherev — v’ mears thatthereexistsanedgefrom v to v’
(notethatv’ may be equalto v if loopsareallowedin the
gragh). Tablel presets the recurenceruleswhich corre-
spondto the graphof Figurel.

Now thegeneationschemas asfollows:

e Prepreessingstage:Compueatableof the f;(v)’sfor
all 0 < i < n andall vertices.

e Generatio stage: Draw the path according to the
schemeseerabove.

Notethatthe prepgocessingstagemustbe doneonly once,
whatever thenumnberof pathsto begererated Easycompu-
tationsshav thatthememoy spacerequiementis n x |G|
integer nunbers,where |G| standsfor the numter of ver
ticesin the grah. The numbe of arithmdic opeations



fo(o) = fl(O) = fz(o) =0

f300) = f4(0) = £5(0) = f6(0) = 0

f2(00 = 1

fok) = fi(k—=1) + fa(k—1) (k> 0)
fi(k) = fi(k-1) (k> 0)
fa(k) = fs(k—=1) (k> 0)
f3(k) = fa(k—=1) + fs(k-1) (k> 0)
Ja(k) = fe(k—1) (k> 0)
Is(k) = fe(k—=1) + fr(k-1) (k> 0)
fe(k) = fi(k—1) + f2(k—1) (k> 0)
fo(k) = 0 (k> 0)

Table1: Recurencedor the f; (k).

neecd for the prepra@essingstage aswell asfor the gen-
erationstagejs linearin n andin |G|. This ensuresvery
efficientgeneratio process.

Now we addessthe problem of geneating paths of
length< n insteadof exadly n. Theonly chargeis thefol-
lowing: Add to the grapha new vertex v which becones
the new startvertex, with anedgefrom v/, to v, andaloop
edge from v, to itself. Eachpathof lengthn + 1 from v, to
ve in this new graphcrosses: timestheloop edge for some
k suchthat0 < k < n andoncetheonefromv’, tov,. With
this pathwe obviously associatea pathof lengthn — & in
the previous graph It is straightbrwardto verify thatary
pathof length< n canbegenergedin suchaway, andthe
gererationis uniform.

Note that the above develgpmentsare a specialcaseof
ageneramethodof geneationof comhbnatorial structues,
which hasbeenfirst addessedoy Wilf [35] andthengen-
eralizedand systematizedy Flajolet, Zimmermann and
Van Cutsem[13]. More precisely the problemof gener
ating pathsof a given lengthin G is equialentto the one
of uniform rancdbmgeneratia of wordsof so-calledreguar
languages which hasfirst beendiscussedn [17]. Indeed,
areguar languageis definedby a particdar labeledgraph
calledfinite stateautomaon, andary word of thelanglage
correspond to a pathin the automa&on. We show in Table
2 the setof wordswhich correspondo the pathsof length
< 10o0f thegrap of Figure 1.

In our implementation,the gererationof pathsis pro-
grammedin MuPAD, usingtheCSpackae. MuPAD [29] is
aformal andalgebraiccalculustool, developedat the Uni-
versity of Padeborn. CS [8, 9], is a package devotedto
cowuntingandrandanly generéing combnatorialstructues,
basedon the geneal notion of “decanposale structues”
definedin [13]. CSis now part of the MuPAD-Combimat
paclkage[18] which is freely availableat the following ad-
dress:
htt p: // nupad- conbi nat . sour cef or ge. net/

words

bdk

acfk, bdi

acaj, acfhj

bdhicfk

acayicfk, acfhick, bdhicegj, bdhicfhj
acayiceyj, acaicthj, acfhicegj, acfhicfh

length

©oo~NULhwW

Table 2 : Thel4pathsoflength< 10 fromvertexv, = 0 to vertex
Ve =T.

2.2 Constraints on pathsand graphstransforma-
tions

Aswewill seein Sectior4, ourmethodof statisticaltest-
ing involvescountingandrandam generéon of pathssub-
ject to addtional constraints.In this subsectionwe shav
how to chang the graphin orderto take into accoun such
constrairs.

Letusfocusfirstonarathersimpleconstrait: weaimto
constriet, given a labeledconnetedgraphG andan edge
label ¢, agraph H whosesetof pathsis equa to the setof
pathsof G which crossedgelabeledl. Thiscanbedore by
usingthefollowing procedire:

1. Createa copy G' of grafh G, in which the edgesare
labeledexactly asthe edgesof G, andin which ary
vertex labelv in G becongesv’ in G'.

2. Suppaethattheedgdabeled/ joinsvertex u to vertex
v in G. Thendeletethis edgeandreplacet with anew
edgelabeled? betweervertex u (in G) andvertex v’
(in G").

3. setv, asthe endng verte, insteadof v, (but vs re-
mainsthe startvertex.)

4. Deleteall the vettices (and their adjacenh edges)to
which no pathfrom v, exists.

5. Deleteall thevertices(andtheir adjacenedges) from
which nopathto v! exists.

This concluasthe constriction of H. Figure2 shavs the
resultof the procedire,giventhe graph of Figurel andthe
edgelabeled’e’. Thistransfomationcanbedonein linear
timeandlinearmemay requrementwith respecto thesize
of thegraph Notethatstepst and5 arenotmandatoy: they
areusedonly to "clean” thefinal graph by deletinguseless
elements.

Like in the previous subsection,this processcan be
statedin termsof opestions on reguar languags: the
grafh H may be seenas a finite automata of the regu-
lar langua@ which is the intersectiorof thelangluageof G
andthe (regular) languag of wordswhich containat least



Figure 2: Graph which containsonly the pathsof the graph of
Figure 1 which crossedee labeled’e’.

onae theletter £. This apprachcanbe generalizedn or-
derto perfam more comple transfomationsof graph G as
for exanple, construting a gragh which containsthe paths
which crossexactly k£ timesa given edge,or which cross
two or moregivenedges,or which take k£ timesagivency-
clein the graph. RougHy, it sufiicesto be ableto express
the desiredconstraintin termsof a reguar langwage,i.e.
to designa regular expressionor a finite autom&on which
recaynizesthe whole set of wordswhich satisfy the con-
straint. Thena standardalgorithm for intersectig regular
languages(seee.g.[20]) gives H. In our specialcase this
gereralmethodconsistsexadly in the proceduredescribed
above. Very similar proceduresapply if we aregivenver
ticesinsteadof edges.

3 Coveragecriteria and statistical testing

The idea of combiring coverage criteria and rancbm
testing aims at overcomirg somedravbacks of both ap-
proaches.

Applying coveragecriteriacorresponddo a deconposi-
tion of theinputdomaininto some(vely oftennondisjoint)
sub-dmains: Eachelementto be covered definesa sub-
domainthatis the subsebf theinputsthat causeits execu-
tion. Themaindravbackhereis thatthesesub-cdmainsare
gererally not homayeneos, i.e. someof theirinputsmay
resultin afailure,andsomeothersmayyield correctresults.

Randontestinglessenshis dravbacksinceit allowsin-
tensve testcammignswherethe sameelementof the pro-

gram may be executed several times with differentdata.
However, in its pureuniform versionit inducesa badcov-
erageof casesorrespadingto smallinput sub-danains.

In [31, 32, 33, 34], Thevenod+fosseandWaeselynclde-
veloped a statisticaltestingmethal wherethe input distri-
bution takes into account somecoverage criteria in order
to avoid the existenceof low probalility cases.They have
repated several expeliments,which led to the conclision
thattheir appro&h hasa betterfault detectionpower than
uniform rancm testinganddeterninistic testingbasedon
classicalcoverage criteria. However, the constrution of
the input distribution is difficult sinceit requres the reso-
lution of asmary equatios aspathsin the progam (or the
specification) For large progams,or in presencef loops,
theconstretionis empiricd, basedn preliminary obsera-
tionsof thebehaior of the progam[34].

Here, we avoid the corstructionof the distribution by
usingthe tools presentedn Section2 for geneating paths.
Beforepresentingurapprachin detail, we muststatepre-
cisely what it meansfor a statisticalmethodto take into
account acoveragecriteria.

A notionof testquality for statisticatestingmethod has
beendefinedfirst in [30]. We slightly reformulateit for our
context.

Let D be somedescripion of a systemundertest. D
maybea specificatioror a program,depeiing onthekind
of testwe areinterestedn (functional or structural) We
assumehat D is basedon a graph (or, moregererally, on
somekind of combinaorial structue). On the basisof this
graph, it is possibleto definecoveragecriteria: all-vertices,
all-edges,all-paths-é a certainkind, etc. More precisely a
coveragecriterionC charactazesfor agivendescriptionD
asetof elemetts E- (D) of theundelying graph(notedE
in thesequelwhenC' andD areobvious). In thecaseof de-
terministictesting,thecriterionis satisfiedf every element
of thesetis exercisedby atleastonetest.

In the caseof statisticaltesting,thesatishctionof acov-
eragecriteriaC' by atestingmethodfor a descriptionD is
charaterizedby theminimalprobability ¢, (D) of cover-
ing ary elementof Ex(D) whendrawing N tests.In [30],
gc,n (D) is calledthetestquality of themethodwith respect
toC.

Thetestquality gc,n (D) canbeeasilystatedf g¢ 1 (D)
isknown. Indeed onegetsge, v (D) = 1—(1—gc,1(D))Y,
sincewhendrawing N tests,the prokability of reacling an
elementis one minus the probability of not reachimg it v
times.

Let uscomebackto theexampe of Section2, wherethe
setof all pathsof Figurel hasbeenexpressedasa specifi-
cationof somecombiratorial structue, andthe CS system
is usedfor uniformly drawing amorg pathsof length< n.
LetusnoteP<,, thesetof suchpathsasin Section2. Con-
sideringthe coveragecriterion “all pathsof length< n”,



notedbelov AP<,,, we getthefollowing testquality:

I)N

—1-(1— ——
( [P<xl

qap., N

In theexamge, chosingn = 10 allows the coverageof all
elememary paths.Sincethereare 14 pathsof lengthlessor
eqgual to 10 (seeTable2) we have:

1
=1-(1-—)V
dAPc10,N ( |14|)

Table3 givesthenumbe of testsrequredfor four values
of testqudity, for thecriterion“all pathsof length< 10"

g | 0.9 0.9 | 0.999 | 0.999
N[32] 63| 94 | 125

Table 3: Numberof testsN requredfor a testquality ¢

The assessmentf test qudity is more conplicatedin
gereral. Let usconsidemorepracticdle coveragecriteria,
suchas“all-vettices” or “all-edges”,andsomegiven statis-
tical testingmetha. The elementgo be coveredgenerally
have differentprobabilitiesto bereactedby atest. Someof
themarecoveredby all thetests for instancetheinitial and
termiral verticesv, andv, mertionedin Section2. Someof
themmayhave averyweakprobaility, dueto thestructue
of thebehaioral graphor to somespecificityof thetesting
methal. For instancejn our examge edges andd appear
in 5 pathsof length< 10 only. Edgesa andc appeatrin
9 suchpaths. It meansthatdrawing uniformly from P <19
leadsto a probability of 2 to reachedgeb, and 2 to reach
edea.

LetEc(D) = {e1, €2, ...,em } andforary i € (1..m), p;
theprobaility for theelement; to beexercisedduring the
execution of a testgereratedby the consideed statistical
testingmethal. Then

QC,N(D) =1- (1 _pmin)N 1)

wherep,in = min{p;li € (1..m)}. Consequetly, the
number N of testsrequred to reacha givenquality ¢ o (D)
is

S log(1 — qo (D))
o 109(1 - pmz’n)

By definition of the testquality, p,x is just gc,1 (D).
Thus, fromtheformulaabore oneimmediatelydedicesthat
for ary given D, for ary given N, maximizingthe quality
of a statisticaltestingmethal with respectto a coverage
criteriaC reducego maximizirg g¢c,1(D), i. €. Pmin.

4 Generation of paths guided by the QoT
4.1 Generd schene.

Now let us corsider a given coveragecriterion C. As
apreliminary remak, notethatthe setof elementsE (D)
mustbefinite, othewise the qudity of testwould be zero.
This implies, in particdar, that the coveragecriterion “all
paths”is irrelevant assoonasthereis acyclein thedescrip-
tion, like in our exanple (figure 1). Thus,this criterion has
to be bourded by additioral conditiors, for examge “all
pathsof length< n”, “all pathsof lengthbetweergivenn
andns”, or “all pathswhichtake at mostm timeseachcy-
clein thegraph”. For the sale of simplicity, we considrin
the following that patts are generatedvithin P, the set
of pathsof length< n thatgofrom v to v,.

We consideitwo casesaccordimg to the natue of theel-
ementsof Eq (D). If Ec(D) dendesa setof pathsin the
gragh, we immediatelystatethatthe quality of testis opti-
malif thepathsof E (D) aregeneratd uniformly, i.e. ary
pathhasthe sameprabability 1/|E¢(D)| to be generged.
Indead, if the probability of oneor several pathswasgreater
than1/|E¢(D)|, thentherewould exist at leastone path
with probability lessthanl/|Ex(D)|, therebrethe quality
of testwould belower. We saw in Section2.1how to gen-
erateuniformly randm pathsof givenlengthn in agraph,
andhow to modify the graph in orderto fit with the crite-
rion “all pathsof length< n”. The methodeasilyapplies
to othercriteriathatinvolve pathsasthosegivenabove, by
wayssimilar to theonesseenin Section2.2

Now, we considethecasevheretheelement®f E«(D)
arenot paths,but areconstitutve elementof the graph as,
for exampe, vettices, edges,or cycles. Clearly, uniform
geneation of pathsdoesnot ensureoptimal quality of test
in this case. Ideally, the distribution on pathsshoulden-
surethat the minimal prokability to reachary elementof
Ex(D) is maximal. Unfortunately computing this distri-
butionwouldrequre theresolutionasasmary equatimsas
paths.Thisis gener#ly impracticable. Thus we proposeto
geneatea pathin two steps:

1. pick atrandan oneelement of E (D), accodingto
a suitableprobability distribution (which will be dis-
cussedn Sectior4.2);

2. geneateuniformly at randan onepathof length< n
thatgoesthroughe. (Thisensures balance coverage
of the setof pathswhich crosse.)

Algorithms for achiezing the secondstep are detailedin
Section2. Thenext subsectiordealswith thefirst step.



4.2 Probability distrib ution for an optimal quality
of test.

Theprodem consistsn choosinghesuitableprobability
distribution over E¢ (D) in orde to maximizethequality of
test. Given E¢ (D) = {e1,ea,...,en}, With m > 0, the
probability p; for athe elemen e; (for ary 7 in (1..m)) to
bereaclkedby a pathis

Q4
pi = + Z j a—_J )
j€(..m)—{i} ’

where

e o; isthenumbe of pathsof P<,, whichtakeselemen
€i,

e «; ; is the numberof pathswhich take both elements
e; ande]-; (nde thata,-,i = andai,j = Clj,z');

e 7; istheprokability of chosingelement; duringstep
1 of theabove process.

Indeed,the probaility of choosingelemente; in stepl is
m;; andthe probability of reachinge; by drawving arancdom
pathwhich goesthrough anotherelemen e ; is CL—JJ The
above equatiorsimplifiesin

m

o
pi=zﬂj% 2

j=1 J

sincew;,; = «;. Notethatcoeficierts a; anda; ; areeasily
computedby waysgivenin Section2.

Now we hae to deternine prokabilities
{m,m2...,mm} with > m; = 1, which maximiz
Pmin = min{p;,i € [1..m]}. This canbestatedasalinear
programning problem:

Maximizep,,.;» undertheconstraints:
Vi<m, Ppmin <pi;
m+me+ 4T, =1;

wherethe p;’s arecomputedasin Equdion (2). Standard
methalsleadto a solutionin time polynomial accordimg to

m.
Let usillustrate this with our example. Giventhe cov-

erag criterion “all the edges”andgivenn = 10, Table4
presets the coeficients «; ;, wherei andj dende letters
from'a’ to 'k’. For exanple, thevalue'9’ in row 'f’ and
columm 'c’ meansthata.s = 9, i.e. thereareexactly 9
pathsof lengthlower or equa to 10 from v, to v, which
crossbothedges: andf in thegraphof Figurel.

The correspading linear progamis shavn in Table5.
Eachline, but the last one, is an inequation which corre-
spordsto arow in Table4. Thefirst termof theinequation
IS pmin, thevalueto bemaximzed. Thesecondermis one
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Table4: Tableofthea;;.

of the p;’s, comptedaccordng to Formula 2. For exam-
ple,thefirst line meanghatp,,;, mustbeloweror equalto
pa, theprabability of reacling edge’a’ with arandm path.
By maximizirg p,,.:», onemaximzesthelowestp;, sothat
the qudity of testis optimal. Thelastline ensureghatthe
prokabilities; thatwe aresearchingor sumto 1.

Solving this linear progamleadsto 7, = n7, = g =
T =7mg =mph =m =7 = 0, whilem, = mc = %
andm, = 5. Thisgives pmin = 3, therebrethe optimal
quality of testequalsl — %N accordng to Formulal.

5 From pathsto input data

Sofarwehave presented geneic methodor generéing
exeaution pathsin a way thatmaximizestestquality. This
methal relieson existing algorithns andtools andcanbe
fully automated A last stepis to geneate,for every path,
input valuesthatwill causédts execution.

5.1 Thetrivial cas of finite models

Firstlet usconside thecasewherethegraphcal descrip-
tion correspadsto a finite modé of the systemuncer test
(Finite StateAutomaon, Finite StateMachine etc)[7]. Ev-
ery edgeof the descriptim is labeledby somesymbd of
a finite alphalet thatrepesentssomeinput or evert. This
symbad maybe coupledwith someothersymbd indicaing
someexpectedreaction(output, action) Coveraye criteria
typically usedin suchcasesrevariarts of transitioncover-
age,themain problembeingstateidentificationbefore and
afteratestedransition. Themethoddescriledin Sectior4
canbeusedto draw pathsfor suchcoveragecriteria. Then,
given a path, the test datafor execuing it is just the se-
guerce of inputs labeling its edges,possiblyfollowed by
someadditinal inputs in order to obsere thatthe system
uncertestis in theexpectedstate[21, 6].
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+—7Tf +§7Tg +§7Th +§7Ti +§7rj +§7l'k
+§7Tf +17Tg +§7Th +?7Ti +g7rj +§7l'k
+7rf +§7Tg +§7Th +g7l'i +g7rj +§7l'k
+$7Tf +my  +3Th +?7ri +?7rj +§7rk
+§7Tf +%7l'g +77Th +57i +g7rj +§7rk
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‘f‘gﬁf +§7Tg +g7l'h +§7Ti +7Tj

+§7Tf +§7Tg +§7l'h +§7Ti +7k
+ry Wy AW AT +7T; 0 T

Table5: Thelinear program.

5.2 The geneml caseof infinite models

The problemis moredifficult assoonasthe modé un-
derlying the descriptionis not finite [21]. It is the case
for variows sortsof Extended Finite StateMachines[19],
State-chas [5], or thecontiol graphof piecesof code[16],
namdy ary descriptim including nontrivial datatypesand
guads.

An example is given in Figure 3, using a notation
close to UML state charts. It is presentedin details
in [22]. In this exampe, the M variableis of a given
type Message; every messagehas a priority. The @
varisble is of type PriorityQueue. The get opera-
tion returnsthe oldest messageof the quewe with the
best priority. The boxes labeled by Buf fer(Q) and
ClientReady(Q) dende infinite classesof states, (as
mary states as possible values for the @ variable).
A possible trace (or more exactly class of traces)is:
-/ Q.init(); M /Q.add(M); ?ready[—Q.isEmpty()]/ -
1Q.get()/ Q.remove()

event guard action

Fooob

?M/Q.add(M)  2ready[not Q.isEmpty()]/_
Buffer(Q)
IQ.get()/Q.remove() 2M/Q.add(M)
/Q.init()

Figure 3: A state-hart specificatiorof a buffer with priorities

Given some path or sometrace madeof corditioned
statement®r guaraed commauds, how to find someinputs
triggeiing its execuion? It is a classicalissuein struc-
tural testing, or in functional testing basedon specifica-
tions with datatypes. Construting, via symbdic evalua-
tion techniaies, the predicatechaacterizingthe input do-
main of the path, cansolve it: This predicateis the con-
junction of the guard (or conditins) encouteredon the
path, adegately updatedin function of the variables as-
signmeits (seefor instance[16]). Thenthe prodem re-
ducesto a constraitrsolving prodem. Any datasatisfy-
ing the above predicatels aninput execuing the path. At
this stage,the tool to be usedis highly depewlenton the
kind of guardsand datatypesallowed in the descrigion:
Thereexist a lot of specializedconstrain solvers for var-
ious typesof variablesand constrants, which ensureter
mination and completerss. However, in full gererality
the prodem is only semi-deidableanda geneal-puipose
solver may not terminatewhen searchig for a solution.
Lately, significantadvarceshave beenachiezedwith thein-
troduction of powerful heuristicsand randmizationtech-
nigues, suchasthoseusedin the LOFT andGATEL tools
[23, 24] or the BZ-tools in [2]. Otherusesof constraint
solversfor testgeneréion arerepatedin [3, 14, 25]. A
classicaldifficulty atthis stageis thatunfeasiblepathsmay
arise. For instance,in the examge of Figure 3, all paths
beginningby _/Q.init(); ?ready[-Q.isEmpty()]/ 5 ... are
unfeasiblesincethe init methodassignsan emptystateto
the Queue.In the next sectionwe shav how we copewith
this problemin the protaype that we have developed for
structual statisticaltesting.



6 The AuGuSTe prototype

In orderto validate the applicalility of our apprach,
Sandime Gouaudhasdevelopedatool for statisticalstruc-
tural testing[15]. The programsuncer testare written in
a small progamminglanguageinspiredfrom C. The data
types are booleans, integers, and arrays. The constrain
solveris theoneof GATEL [24], extencedto arrays.

Whenanunfeaiblepathis detectedor suspected)y the
corstraintsolwer, it is rejectedand anotter pathis dravn.
This stratgy doesnot affec the uniform distribution on
paths: ary feasiblepathis still drawvn with uniform prob-
ability. This ensureghat, if the coveragecriterioninvolves
pathsonly (like e.g. "all pathsof length< n"), the quality
of teststaysoptimal. However, in othe casesjt may de-
creasewith regard to its theaeticalvalue,depenling onthe
distribution of unfeasiblepathsin thegraph

Actually, ourfirst experimentswith AuGuSTe show that
thedifferencanmaybesignificantin presene of bignumbes
of unfeaible paths.We arecurrently investigatingmethod
for improving this experimentalquality of test. For exam-
ple,in somecasesa numker of unfeasiblepathscanbe de-
tectedby static analysis of the descriptim of the system.
Thenthe combiratorial specificationof the graphcan be
modfied in orde to avoid thesepaths.

flines | § paths| coverage | cardindity
criterionC of ¢
FCT1| 30 17 all paths 17
FCT2| 43 9 all paths 9
FCT3| 135 33 all paths 33
FCT4| 77 00 all brancles 41

Table 6 : Thefour testedorograms

Our tool hasbeenusedfor testingthe samesetof four
C progamsas in [33] (seealso table 6), where Pascale
ThéwenodFosse, Helene Waeselynckand Yves Crouzt
presetedthefirst experimentalevaluationof the detection
power of statisticalstructual testing. Tharks to them, it
waspossibleo reusethe samesetsof mutans andto replay
almostthe samesetof expeiments. In [33], the statistical
methal is different from here sinceit is basedon the ex-
plicit constrution of a distribution ontheinput domain ei-
theranalytically or empirically (whenthereis someloop).
In our casewe draw pathsandthenuseconstrait-solving
tools to produceinputs. Of couse, this inducesa distri-
bution on the input dormain. As this distribution is highly
dependenton the implemenation of the corstraintsolver,
it remainamplicit. The only way to comparethe detection
power of the two method is by experiments. Despitethe
differencebetweenthe two appraches.the resultsof the

experimentsarequite similar (seeTable8), with theadwen-
tagethatour new appoachis fully automated

More than100® expeiimentswereperfamedon 2914
mutarts (seeTable7). Testdataweregeneratedn orderto
obtaina quality of testof gy = 0.9999. Thetestgeneréon
timefor theprogramsFCT1,FCT2andFCT3wasfew min-
utes.Thedifferencedbetweerthe mutationscoresobtaired
for FCT3(seeTable8) aremainly dueto a problem of non
independene of the testexpaimentsbecage someglobal
variadesarenotinitializedin this progam.

ftestsN | fmutants
FCT1 170 279
FCT2 80 563
FCT3 | 5 x 405 1467
FCT4 | 5 x 850 605

Table 7 : Numberof mutantsandtestsfor eac program

Mutationscores
LAAS LRI
FCT1 1 1
FCT2 1 1
min=1 min=09951
FCT3 | exp=1 exp=0.998
max=1 max=1
min=0.898 | min=09854
FCT4(1) | exp=0.9901 | exp=098
max=09915 | max=09854
min=0.898 | Min=09634
FCT4(2) | exp=09901 | exp=097&
max=09915 | max=09854

Table 8 : Mutationscoes

The fourth progam, FCT4, was the mostdifficult and
the mostinteresting. It contairs both a loop and a huge
nurberof unfeasiblgpaths.Thecoveragecriterion was“all
the edgeswith maxima pathlengthof 234", in number of
edgesof the control graph(thusmuchmore in numter of
statements).The lengh 234 was chosenaccoding to the
charateristicsof theloop. Consequetty, the predicateso
besolvedwereratherlong too: At leastoneout of two ver
ticeson a path correspondgo a decisionpoint, thusto a
condtion to beaddel to the predicate.

In order to reducethe number of unfeasile paths,we
have adaped the combiratorial structue accordng to the
charateristics of the progam. This modificationcan be
dore by somesimple static analysis,without altering the
progam. This manipuation redwces the test generéion
time (drawing pathsand solving predcates)from a week



to two hours. The prepocessingstage(constriction of the
combhbnatorial structureand counting the numbe of paths)
lastedtwo days: it mears constricting the a;; table for
41 edges. This prepocessingstagecould be improved by
avoiding unneessaryintersectios, using dominato tree
[1] for deternining equivalencebetweenx ;;, andoptimiz-
ing comhbnatorial structures.We are currently working in
thisdirection

The obtainedmutationscoresare presentedn Table 8,
line FCT4(1). The line FCT4(2) correspondto mutation
scoresobtaineal by usingfor the ; a distribution basedon
theheuistic presentedh [16]. Theresultsareslightly lower
but the prepiocessingtagdastsonehouronly.

Thesefirst expeimentslet think thatthe metha scales
upwell.

7 Conclusionand perspectves

We have shavn how uniform geneation of comhbna-
torial structues canbe usedfor statisticaltestingas soon
assomegraptical descriptionof the progam undertestis
available.If thedescriptionis atthe programlevel (cortrol
flow gragh), ourmethal appliesto structuralstatisticaltest-
ing. If thedescriptionis atthespecificatiorievel, it applies
to fundional statisticaltesting.

This paperbrings two mainnoveltieswith respecto our
previous paper[16], wherewe preseted a first application
of combinatorial methals to the main criteria of structual
testing:First, we give agereralizationof themethodto ary
grarhical descriptionandto ary coveragecriteria; More-
over, in Sectiord, we shav how to build a probability distri-
bution on the elementdo be coveredfor ary givencriteria.
This distribution ensuresan optimd quality of testwhen
associatedvith the method of Section2.2 for randanly
gereratingpathsconstraird to crosstheseelemerms. This
repla@stheheuistic usedin [16] for theimplementationof
theall-statementandall-brandescriteria.

As repated in Section6, this apprach hasbeenvali-
datedonrealisticexanples.

It exhibits a similar detectionpower as Thévenodfosse
andWaeselyncls method whichis betterthanpure rancom
testingor deterninistic testing.

More generdly, we think that this apprach providesa
basisfor anew classof toolsin thedomainof testing,com-
bining randbm generatio of comhnatorial structurs, lin-
earprogrammirg techniqes,andconstrant solvers.

Someinterestingperspetivesarestill open. TheCStool
can deal with languagesmore comgex than reguar lan-
guayes (for instance,with cardirality constraintssuchas
pathswith the samenunberof iteratiorsin loop 1 andloop
2). Practically it meansthatit coud be possibleto com-
pile behaioral graghs into more elaborateccombiratorial
structues,takinginto account someknowvledgeonthe sys-

temunde test,or someresultsof staticanalysis. Thiscould
improve significantlythe efficiency of the tools, by elimi-
natingsomemajorsour@sof unfeasiblepaths.

Anotherpossibilityworthto exploreis theuseof thenew
appoachpropasedrecentlyby Flajolet& al. [10] for ran-
domgeneationof comhbnatorial structures It is basedon
Boltzmannmockls and could avoid the introduction on a
bowund onthelengthof the corsideredpaths.
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