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Abstract—Due to perceived fairness and allocation efficiency,
cloud auctions for resource allocation and pricing have recently
attracted significant attention. As an important economic prop-
erty, truthfulness makes bidders reveal their true valuations for
cloud resources to maximize their utilities. However, disclosure
of one’s true value causes numerous security vulnerabilities.
Therefore, privacy-preserving cloud auctions are called for to
prevent such information leakage. In this paper, we demonstrate
how to perform privacy-preserving auctions in clouds that do
not leak any information other than the auction results to
anyone. Specifically, we design a privacy-preserving cloud auction
framework that addresses the challenges posed by the cloud
auction context by leveraging the techniques in garbled circuits
and homomorphic encryption. As foundations of our privacy-
preserving cloud auction framework, we develop data-oblivious
cloud auction algorithm and basic operations (e.g., comparison,
swapping etc.), such that the execution path does not depend
on the input. In practical systems with a large number of
users and constrained resources, we develop an improved version
with a computational complexity of O(n log2 n) in the number
of bidders n. We further fully implement our framework and
theoretically and experimentally show that it preserves privacy
by incurring only limited computation and communication over-
head.

I. INTRODUCTION

Due to perceived fairness and allocation efficiency, auctions

are among the best-known market-based allocation mecha-

nisms and have recently attracted significant research attention

on cloud resource allocation and pricing from both academia

and industry. For example, Amazon EC2 has integrated an

auction mechanism called Spot Instance to allocate the virtual
machines (VMs), termed as instances. A large body of work

has then developed enhanced auction mechanisms satisfying

various economic properties such as truthfulness, profit max-

imization, and social efficiency (cf. [1], [2] and references

therein). However, none of these mechanisms has considered

privacy preservation in their cloud auction design, thus leaving
bid information largely exposed to auction participants (i.e.,

auctioneer and bidders) as well as other users. The disclosure

of bid information in a cloud auction may lead to severe

information leakage that can be exploited by different entities.

• For the auctioneer, it can simply adapt its pricing strategy

based on the bidders’ bids to obtain extra profit.

• For the bidders, since VM instances are usually granted

for a limited time block, cloud auctions are executed

periodically. Through learning the historical bids of others

(possibly leaked from the auctioneer), bidder may get

to know others’ willingness to pay, and choose to bid

untruthfully to get extra profit, thus tampering with the

truthfulness of the whole auction.

• For an attacker not participating the auction, once ob-

taining bid information, it can impair the auction process

by submitting a bid that cannot win the auction, but will

increase the price paid by the winners.

Consequently, the information leak by an auction without

privacy preservation not only reveals the private information

of bidders, but also tampers with economic properties of the

auction such as truthfulness and social efficiency.

Motivated by the above observation, in this paper we

develop a privacy-preserving cloud auction framework that

runs without disclosing anything about the bids except what

is revealed from the auction results. We focus on a truthful

cloud auction mechanism proposed recently [3], where a cloud

provider provides various computing resources to a large

number of heterogeneous users. Architecturally, our privacy-

preserving cloud auction framework is depicted in Fig. 1:

Cloud users (bidders) want to keep their bids private during

the auction. They send encrypted bids to a cloud provider

(CloudPdr) who runs the privacy-preserving auction, with the

intervention of a crypto-service provider (CryptPdr), whose

role is to enable private-preserving computations in the auc-

tion. As long as CloudPdr and CryptPdr do not collude, our

solution ensures the following security properties:

• No bidder can learn anything about the bids of other

bidders, except the auction results of the current run (i.e.,

the IDs, clearing prices, and requested bundles of VM

instances, of the winners);

• Neither CloudPdr nor CryptPdr can learn anything about

the bids of all bidders, except the auction results of the

current run;

• Any user not participating the auction cannot learn any-

thing about the bids of all bidders, except the auction

results of the current run.

Compared with other conventional auctions, privacy pre-

serving design in cloud auctions has the following specific

challenges. The first one is the heterogeneity in both comput-

ing resources (VM instances) and user preferences. It is not

clear how privacy-preserving auction can be performed under

such heterogeneous environment. Secondly, cloud users may
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Fig. 1. Privacy-preserving cloud auction architecture: The CloudPdr
computes the auction results with the help of CryptPdr, without
disclosing anything about the bids {(Ki,Bi)}n

i=1 except the auction
results to anyone.

not stay online during the entire auction duration. In other

words, a user may switch offline after having submitted its

bid. Last but not least, privacy-preserving auctions should be

efficient, and scale nicely in both computation and communi-

cation so as to support auctions with a large number of users.

The above challenges require the auction algorithm be data-
oblivious, meaning that its execution path should not depend
on the input, i.e. user bids, and all bids remain encrypted

throughout the auction, and furthermore the secure auction

be efficient enough. We thus design our secure cloud auction

protocol by leveraging tools in garbled circuits and homo-

morphic encryption, and design the data-oblivious auction

algorithm and basic operations, which are easily converted into

a circuit used in the garbled circuit protocol. The complexity

of our privacy-preserving cloud auction is O(n log2 n) which
is within a logarithmic factor of the complexity of the original

auction algorithm O(n log n).
Our contributions are articulated as follows.

• By leveraging the techniques in garbled circuits and ho-

momorphic encryption, we propose a privacy-preserving

cloud auction framework for the truthful cloud auctions,

and then design the data-oblivious cloud auction algo-

rithm (based on the proposition in [3]) and the need-

ed data-oblivious basic operations such as comparison,

swap, and arithmetical operations. These algorithms are

implemented as an auction circuit, and then used in our

cloud auction framework, yielding a privacy-preserving

cloud auction protocol with a complexity O(n2) in the

number of bidders n. Finally, we formally prove privacy
preservation of our protocol in the sense of cryptography.

• We further improve our protocol, such that its complexity

becomes O(n log2 n) when n is large and the computing
resource is constraint, while achieves provable privacy as

our original protocol.

• We implement our solution, and conduct extensive sim-

ulation experiments. Our evaluation shows that our so-

lution incurs limited computation and communication

overhead.

To our knowledge, our proposition is the first privacy

preserving solution for cloud auctions.

The rest of the paper is organized as follows. Section II

gives the problem formulation. Technical preliminaries are

provided in Section III. We present our protocol, and formally

prove its privacy preservation in Section IV. In Section V,

we improve our protocol to reduce its complexity in systems

TABLE I
NOTATIONS FOR CLOUD AUCTION

m, n numbers of VM types and bidders
(Kj ,Bj) bid of bidder j

ki
j number of type-i VM instances requested by j

bij per-instance bid of type-i VMs of j
bj bj =

∑m
i=1 k

i
jb

i
j , j’s total bid for its bundle

wi type-i VM instances’ weight
ωj j’s total amount of weighted VM resource for its bundle
b∗j j’s bid per unit of weighted VM resource for its bundle
pj j’s price for its bundle
Kj Kj = {ki

j}m
i=1, VM bundle requested by j

Bj Bj = {bij}m
i=1, per-instance bid set of j

K K = {Kj}n
j=1, global bundle set

B B = {Bj}n
j=1, global per-instance bid set

P P = {pj}n
j=1, global payment set

with a large number of users. In Section VI, we implement

both our original and improved protocols, and evaluate the

performance in terms of computation and communication

overhead. Section VII briefly reviews related work and situate

our work in the literature. Finally, the paper is concluded in

Section VIII.

II. PROBLEM FORMULATION

A. System Model

We consider a cloud auction setting with heterogeneous

VMs, where a cloud provider (CloudPdr) offers m types of

VM instances characterized by a number of VM attributes such

as CPU and memory (e.g., small, medium, large), operating

systems (e.g., Linux, Microsoft Windows), etc. There are ki
instances of type-i VMs. There are n bidders requesting VMs
with each bidder j (1 ≤ j ≤ n) asking for ki

j instances of type-

i VMs. Let Kj = {ki
j}mi=1 denote the VM bundle requested

by bidder j, it holds that Kj ∈ [0..k1]× [0..k2]×· · ·× [0..km].
Notations for the cloud auction are summarized in Tab. I.

Especially, we set bij = 0 if bidder j does not ask for type-i
VMs, and set pj = 0 if bidder j does not win the auction.

B. Cloud Auction Mechanism

For the above resource provisioning problem in clouds, a

computationally efficient truthful auction mechanism has been

proposed in [3], which we sketch its three major steps as

follows.

• Step 1: Bid Ranking. Each bidder j computes the total
bid bj from (Kj ,Bj), and sets b

∗
j as follows:

b∗j =
bj
ωj
, (1)

where ωj �
√∑m

i=1 k
i
jwi with wi being the weight

of type-i VM instances assigned by the CloudPdr, and

the instance weights wi’s are introduced to distinguish

between different VM instances, e.g., a VM instance with

higher CPU speed or larger memory has a greater weight

and thus requests a higher bid.
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CloudPdr sorts the bidders in descending order of b∗j ,
where b∗j can intuitively be regarded as the bid per unit

of weighted VM resource by bidder j.
• Step 2: VM Allocation. According to the sorted bidder
list, for bidder j, if its required VM resources are avail-

able, i.e.

j−1∑
t=1

ki
txt + ki

j ≤ ki, ∀i ∈ {1, 2, · · · ,m}, (2)

then its request is satisfied (xj = 1); otherwise, xj = 0.
• Step 3: Pricing. CloudPdr applies the following pricing
rules:

– A denied bidder pays 0;
– A bidder receiving the desired bundle pays the critical

value;

– A bidder having no critical bidder pays 0.

A critical bidder of bidder j, denoted as bidder c, is the
first bidder following bidder j that has been denied but
would become a winner without j. The critical value vjc
of bidder j is the minimum value bidder j should bid in
order to win the auction. It can be shown that vjc = b∗cωj .

CloudPdr charges each winning bidder j (xj = 1) the
following amount:

pj = vjc = b∗cωj . (3)

C. Privacy-preserving Cloud Auction Design

In our work, we aim at designing privacy-preserving cloud

auctions that do not leak any information to any entity other

than the auction results. By auction results we mean the IDs,

clearing prices, and VMs allocated to the winners, which

should be published after the auction. By entities we refer to

CloudPdr, CryptPdr, bidders and other users not participating

the auction. Specifically, the following security requirements

should be satisfied:

• No bidder can learn anything about the bids of other

bidders, except the auction results of the current run;

• Neither CloudPdr nor CryptPdr can learn anything about

the bids of all bidders, except the auction results of the

current run;

• Any user not participating the auction cannot learn any-

thing about the bids of all bidders, except the auction

results of the current run.

In our work, we assume that CloudPdr and CryptPdr do

not collude with each other. We focus on the semi-honest
(or honest but curious) threat model where CloudPdr and

CryptPdr follow the protocols we develop but may analyze

protocol transcripts to infer additional information.

III. TECHNICAL PRELIMINARIES

A. Garbled Circuits

Garbled circuits (a.k.a Yao’s protocol) [4], [5] is a generic

technique for secure multi-party computation. To apply gar-

bled circuits to securely compute a function f(x1, x2) in the
presence of semi-honest adversaries between two parties, each

party i (i ∈ {1, 2}) privately provides its input ai, and then
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Fig. 2. A garbled AND gate

they cooperatively run a garbled circuit computing function

f (represented by a boolean circuit) to obtain the output

f(a1, a2). The protocol requires that the parties do not collude
with each other.

Specifically, party 1 (called garbler) generates a garbled

circuit computing f . It then sends to party 2 (called evaluator)
the garbled circuit, garbled a1, and output decoding. Upon

receiving all the information from the garbler, the evaluator

runs a 1-out-of-2 oblivious transfer protocol [6][7] with the

garbler, and plays the role of chooser, in order to obliviously

obtain its garbled a2. Using both garbled a1 and a2, the
evaluator computes garbled f(a1, a2), and then decodes it with
output decoding to get f(a1, a2) in the clear.
The core idea of garbled circuits relies in the circuit

encoding. The garbler associates two random cryptographic

keys, K0
wi

and K1
wi

to each wire wi of the boolean circuit

computing f that corresponds to the bit bi = 0 and bi = 1,
respectively. For each binary gate g (e.g., AND as illustrated

in Fig. 2) with input wires wi and wj , and output wire wk,

the garbler computes the four ciphertexts

Enc
(K

bi
wi

,K
bj
wj

)
(Kg(bi,bj)

wk
) for bi, bj ∈ {0, 1}.

The above four randomly ordered ciphertexts define the gar-

bled gate g.
There are two requirements for symmetric encryption algo-

rithm Enc used in garbled circuits:

• Enc is keyed by a pair of keys, and is indistinguishable

under chosen-plaintext attacks;

• Given a key pair (Kbi
wi
,K

bj
wj ), the corresponding decryp-

tion process can unambiguously recover K
g(bi,bj)
wk .

B. XOR-homomorphic Encryption

In our work, we use an XOR-homomorphic public key

cryptosystem, where E(.) and D(.) are the encryption and

decryption algorithms, satisfying XOR-homomorphism, i.e.,

D(E(m)⊕μ) = m⊕μ. That is, the XOR result of a ciphertext

and a constant amounts to the ciphertext of the XOR result of

the corresponding plaintext and the constant.

A XOR-homomorphic cryptosystem of semantic security is

Hash-ElGamal cryptosystem [8]. Let G = 〈g〉 be a cyclic

group of order q, and h : G→ {0, 1}l be a cryptographic hash
function. The Hash-ElGamal cryptosystem can be described as

follows.

• Key generation: Given the private key ks = x with x ∈
Zq , the public key is kp = (g, y), where y = gx.
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• Encryption: A message m ∈ {0, 1}l is encrypted as:

c = (u, v) = (gr, h(yr)⊕m)

for some random r ∈ Zq .

• Decryption: A ciphertext c = (u, v) is decrypted by

computing m = h(ux)⊕ v.
It is worth remarking that one can publicly mask the

ciphertext c with any chosen random mask μ ∈ {0, 1}l as
c′ = (u′, v′) = (u, v ⊕ μ). Then, c′ can be decrypted to yield
the masked message m′ = m⊕ μ. Indeed, we have

m′ = v′ ⊕ h(u′x) = (v ⊕ μ)⊕ h((gr)x)
= ((m⊕ h(yr))⊕ μ)⊕ h(yr) = m⊕ μ.

C. Cryptographical Protocol Privacy

The formal definition of privacy against semi-honest adver-

saries in two-party computation is as follows [9].

Definition 1 (Privacy against semi-honest attackers) Let
f(x, y) be a functionality with two inputs x and y, and
two outputs fA(x, y) and fB(x, y). Suppose that protocol Π
computes functionality f(x, y) between two parties Alice and
Bob. Let V Π

A (x, y) (resp. V Π
B (x, y)) represent Alice’s (Bob’s)

view during an execution of Π on (x, y). In other words,
if (x, rΠA) (resp. (y, rΠB)) denotes Alice’s (Bob’s) input and
randomness, then

V Π
A (x, y) = (x, rΠA,m1,m2, ...,mt), and
V Π

B (x, y) = (y, rΠB ,m1,m2, ...,mt),

where {mi} denote the messages passed between the parties.
Let OΠ

A (resp. OΠ
B) denote Alice’s (Bob’s) output after an exe-

cution of Π on (x, y), and OΠ(x, y) = (OΠ
A(x, y), OΠ

B(x, y)).
Then we say that protocol Π preserves privacy (or is secure)
against semi-honest adversaries if there exist probabilistic
polynomial time (PPT) simulators S1 and S2 such that

{(S1(x, fA(x, y)), f(x, y))} c≡ {(V Π
A (x, y), OΠ(x, y))}, (4)

{(S2(y, fB(x, y)), f(x, y))} c≡ {(V Π
B (x, y), OΠ(x, y))}, (5)

where
c≡ denotes computational indistinguishability.

In the sense of cryptography, to protect an input (privacy),

the secure protocol should reveal nothing about the input

exception what is revealed from the output.

IV. OUR PROTOCOL

The framework of our privacy-preserving cloud auction is

illustrated in Fig. 1, where the cloud provider (CloudPdr)

performs the privacy-preserving cloud auction, while a crypto-

service provider (CryptPdr) enables this secure computation.

Under this framework, we then design a privacy-preserving

cloud auction protocol.

A. Design Rationale and Overview

To allow CloudPdr to execute the auction while either

CloudPdr or CryptPdr cannot learn anything about bids other

than the auction results, we apply a hybrid approach in

our design by combining XOR-homomorphic encryption with

garbled circuits. Specifically, our design rationale is as follows.

• First, each bidder encrypts its bid using the public key of

CryptPdr, and summits the bid to CloudPdr.

• Next, CloudPdr collects the encrypted bids and cooper-

ates with CryptPdr to share the bids using secret sharing.

• Using the boolean circuit computing the auction results,

CryptPdr generates a garbled circuit and sends it to

CloudPdr. How to construct the auction circuit is detailed

in Section IV-B.

• CloudPdr obtains the garbled values corresponding to the

inputs to the auction circuit and then executes the garbled

circuit to get the auction results in the clear.

The global algorithm is illustrated in Protocol 1.

Protocol 1 Privacy-preserving Cloud Auction
Input: The boolean circuit computing auction results, the encrypted

bids
Output: Auction results in the clear

Phase 1: Bidding and Bid Sharing
1: Each bidder j: it encrypts its bid (Kj ,Bj) using CryptPdr’s

public key, pk, with Hash-ElGamal encryption algorithm E. For
type-i VM, it submits a pair (j, c) with c = Epk(k

i
j , b

i
j) to

CloudPdr. Once having submitted its bid, it can go off-line.
2: CloudPdr: upon receiving all bids from bidders, for each

encrypted part c = E(x) of the bids, it chooses a random number
x1 as its share of x, and sends c2 = c⊕ x1 = E(x⊕ x1) (due
to XOR-homomorphism of E(·)) to CryptPdr.

Phase 2: Garbled Circuit Computing
3: CryptPdr: it garbles the auction circuit and its inputs (i.e. its

shares of bids), and sends the garbled circuit, the garbled values
of its inputs and output decoding to CloudPdr.

4: CloudPdr and CryptPdr: upon receiving the garbled circuit
and values, and the output decoding, CloudPdr runs a 1-out-of-
2 oblivious transfer protocol with CryptPdr by playing the role
of the chooser so as to obliviously obtain the garbled values
corresponding to its inputs (shares of bids).

5: CloudPdr: with the garbled values corresponding to all bid
shares obtained in the last step, it computes the garbled bids
using a simple XOR operation, and computes the auction results
in the clear using the garbled circuit and bids, and the output
decoding.

B. Main Algorithm: Computing Auction Results

As can be seen in Protocol 1, the key component in our

privacy-preserving auction design is the construction of the

boolean circuit computing the auction results. To design a

boolean circuit executing the auction requires the auction

algorithm to be data-oblivious, i.e., its execution path does

not depend on its input. Before delving into the details

of our auction algorithm, we illustrate the notion of data-

obliviousnees in algorithm design.
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Programe A Programe B

int ge90(int s[], int n){
int cnt = 0;
for (int i = 0; i < n; ++i){

if (s[i] >= 90){
++cnt;

}
}
return cnt;

}

int ge90(int s[], int n){
int cnt = 0;
for (int i = 0; i < n; ++i){

int b = (s[i] >= 90);
cnt += b;

}
return cnt;

}

Fig. 3. Illustration of data-oblivious algorithm

Example 1 Consider an example of designing an algorithm
to compute the number of students whose scores (s[i] with i ∈
[0..n− 1]) are not less than 90. Two algorithms are presented
in Fig. 3. The execution path of Program A depends on its
input s[i] and thus is not data-oblivious, while the execution
path of Program B remains the same regardless of its input,
and is thus data-oblivious.

Our data-oblivious algorithm design for the cloud auc-

tion presented in Section II-B is illustrated in Alg. 2. Note

that, throughout this algorithm, all basic operations, such as

comparison, swap, addition, multiplication, division of two

integers, square root of an integer, and sorting should be data-

oblivious. To address this design challenge, we develop data-

oblivious implementation of these operations in Section IV-C.

Algorithm 2 Data-oblivious Cloud Auction
Input: K, B, and weight vectorW = {wi}m

Output: X = {xj}n, P, {xjKj}n
j=1

Bid Ranking:
1: for j = 1..n do
2: bj ← ∑m

i=1 k
i
jb

i
j ; ωj ←

√∑m
i=1 k

i
jwi; b

∗
j ← bj

ωj

3: end for
4: Sorts bidders in descending order of b∗j , and abuses same indexes

after sorting;

VM Allocation:
5: X← {0}n; {si}m

i=1 ← {0}m

6: for j = 1..n do
7: xj ← ∧m

i=1[si + ki
j ≤ ki]

8: {si}m
i=1 ← {si + ki

jxj}m
i=1

9: end for

Pricing:
10: P← {0}n; {si}m

i=1 ← {0}m

11: for j = 1..n do
12: {ti}m

i=1 ← {si}m
i=1; {δu}n

u=j ← {0}n−j+1

13: {λu}n
u=j ← {0}n−j+1; {θu}n

u=j ← {0}n−j+1

14: for u = j + 1..n do
15: δu ← ∧m

i=1[ti + ki
u ≤ ki]

16: {ti}m
i=1 ← {ti + δuk

i
u}m

i=1

17: λu ← ∨m
i=1[ti + ki

j > ki]
18: θu ← λu−1 ⊕ λu

19: pj ← pj + xjθub
∗
uωj

20: end for
21: {si}m

i=1 ← {si + ki
jxj}m

i=1;
22: end for
23: Sorts bidders in ascending order of idj , and abuses same indexes

after sorting;
return X, P, {xjKj}n

j=1;

1) Bid Ranking: This step computes b∗j for each bidder j,
and sorts the bidders in descending order of b∗j .

• Firstly, the “for” loop computes bj , ωj and then b∗j for

each bidder j (Lines 1 to 3), which is straightforward with
all needed basic operations implemented data-obliviously.

• Secondly, bidders are sorted data-obliviously in descend-

ing order of b∗j (Line 4), and VM instances will be

allocated to bidders in this order.

2) VM Allocation: This step allocates VM instances to each

winner in the order sorted previously. Variable si denotes the
number of allocated type-i VM instances (Lines 5 & 8), and

binary flag xj indicates whether the current remaining VM

resources can satisfy bidder j’s request (Lines 5 & 7), that is,

whether Equation (2) is satisfied (xj = 1) or not (xj = 0).
The allocation computation is expressed using xj , which also

indicates the allocation result for bidder j.

3) Pricing: This step, computing the price charged to each
bidder, is the most challenging part. Since the original pricing

process (cf. Alg. 1 in [3]) is not data-oblivious due to the

numerous “if” branches, to achieve data-obliviousness, the

algorithm needs to exhibit the same execution path regardless

of bid values to find the critical values of bidders.

To address the challenge, our main idea is to introduce

appropriate binary flags indicating different conditions, and

then use them to data-obliviously compute critical bidders.

Specifically, to charge each bidder j (Line 11), we reallocate
VMs to all bidders except bidder j (Line 14. Note that since
bidders before j are allocated exactly the same regardless

of j’s presence, we only need to reallocate VMs to bidders

starting from j + 1 if we store and use previous states, cf.

Lines 12 & 21.), and define three arrays of binary flags, δu,
λu and θu with u ∈ [j..n], as follows:

δu: indicates whether bidder u is served (δu = 1) or not
(δu = 0) if bidder j is absent (Lines 12 & 15).

λu: indicates whether bidder j is denied (λu = 1) or not
(λu = 0) if it is placed after bidder u (Lines 13 & 17).

θu: indicates whether bidder u is j’s critical bidder (θu = 1)
or not (θu = 0) (Lines 13 & 18).

For u = j, obviously δj = λj = θj = 0. According to its

definition, j’s critical bidder (bidder c) should be served if

bidder j is absent, i.e. δc = 1; also, bidder j should be denied
if it is placed after c, i.e. λc = 1. Further analysis shows that
once bidder j is denied after bidder c, it will always be denied
afterwards, and if it is placed before bidder c, it will always
be served (otherwise, bidder c cannot be the critical bidder of
bidder j, which leads to contradiction). Therefore, the values
of {λu}nu=j always follows the pattern 00 · · · 011 · · · 1 where

we denote the first bit 1 as λc. The three flag arrays can be

written as follows:
⎛
⎜⎜⎝

u : j j + 1 . . . c− 1 c c+ 1 . . . n
δu : 0 δj+1 . . . δc−1 1 δc+1 . . . δn
λu : 0 0 . . . 0 1 1 . . . 1
θu : 0 0 . . . 0 1 0 . . . 0

⎞
⎟⎟⎠

Using the above analysis, we can easily find the critical
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bidder c of bidder j by computing (Line 18)

θu = δu(λu−1 ⊕ λu) = λu−1 ⊕ λu.

We then compute j’s price using flags xj and θu (Line 19).

4) Discussion and Remarks: There are some technical

remarks worth discussing.

First, when sorting bidders, we mean to sort an array of

tuples, each of which is of the form (xj , idj , pj , b
∗
j , ωj ,Kj)

representing a bidder. The same indexes are abused for con-

venience after each sorting.

Secondly, the second sorting in Line 23 is indispensable.

Otherwise, the protocol cannot preserve privacy. The reason

is as follows. Without this sorting, the bidder tuples will still

remain in descending order of b∗j . Then, when the auction

results, including IDs of winners, are revealed, the order of

winners in term of b∗j is also leaked. Such information about
bids cannot be inferred from the auction results, hence privacy

is no more preserved. In contrast, through the sorting, the order

of winners are independent of bid values (assuming that ids
are independent of bid values), information leakage is thus

avoided.

Thirdly, in many practical scenarios, the number of bidders

n is much larger than the number of VM types m. In such

context, the computational complexity of Alg. 2 is O(n2).
Later in Section V, we further present an improved algorithm

of computational complexity O(n log2 n) when n is larger.

C. Data-oblivious Building-block Operations

As stated previously, all basic operations in the main algo-

rithm (Alg. 2) need to be implemented data-obliviously. These

operations include integer comparison, swapping, integer ad-

dition, subtraction, multiplication, division and square root,

and sorting network. We now design data-oblivious algorithms

(circuits) for these operations. We refer to them data-oblivious

building-block algorithms, or building-block algorithms in

brief.

Throughout this subsection, we denote two K-bit integers
by x = (xKxK−1...x2x1) and y = (yKyK−1...y2y1). Our
design of building-block algorithms is presented as follows

with their pseudo-codes illustrated in Alg. 3.

• Integer comparison. We apply the circuit proposed in

[10] for integer comparison (cf Alg. 3(a)), which is

optimized by “free-XOR” gates. Specifically,

– for c1 = 0, the comparison result cK+1 = [x > y];
– for c1 = 1, cK+1 = [x ≥ y].
The comparison circuits for [x < y] and [x ≤ y]
can be obtained by switching x and y. In terms of

implementation complexity, the K-bit integer comparison
circuit only contains K NON-XOR gates.

• Swapping and multiplexing. Suppose that x and y
are the two bit strings to swap, and the swap indicator

is denoted by b such that if b = 1, swap x and

y; else, remain untouched. The swapping algorithm (cf

Alg. 3(b)) can be optimized with only K NON-XOR

gates [8]. In the algorithm, x′ = (x′Kx
′
K−1 · · ·x′2x′1)

and y′ = (y′Ky
′
K−1 · · · y′2y′1) are the swapping results.

If the swapping algorithm only returns x′, then we get

a multiplexer mux(x, y, b), with mux(x, y, 0) = x, and
mux(x, y, 1) = y.

• Integer Addition and Subtraction. Integer addition (cf
Alg. 3(c)) with two integers x and y can be optimized

with only K NON-XOR gates [10]. The two integers

can be unsigned integers or signed integers using two’s

complement representation, where subtraction of two

integers x − y can be computed by addition x + (−y).
The algorithm subAbs (cf Alg. 3(d)) finds absolute

difference of two unsigned integers x and y. In subAbs,
twoCompRep inverts all bits of the input, adds one and

returns the result; abs returns the absolute value of the

input.

• Integer Multiplication. Our design is based on Karatsu-
ba multiplication [11], a fast algorithm for integer multi-

plication with computational complexity of O(K1.6). In
mul (cf Alg. 3(e)), x and y are two unsigned integers, and
K = 2k. The extension to general K is straightforward

by padding 0 preceding xK and yK .
• Integer Division. The data-oblivious algorithm for inte-

ger division (cf Alg. 3(f)) with two unsigned integers x
and y can be designed using “school method”.

• Integer Square Root. We design the data-oblivious

algorithm for integer square root (cf Alg. 3(g)) of an

unsigned integer x using bit-by-bit computation [12].
• Sorting Network. In our main algorithm, we need to

sort the bidders in a certain way. To implement data-

oblivious sorting, we employ an odd-even merge sort-

ing network [13], [8], a circuit that sorts an input se-

quence (a1, a2, ..., an) into a monotonically increasing

sequence (a′1, a
′
2, ..., a

′
n). The main component of sort-

ing network is the compare-and-swap circuits, a binary

operator taking as input a pair (a1, a2), and returning

the sorted pair a′1, a
′
2, with a′1 = min (a1, a2) and

a′2 = max (a1, a2). As desirable properties, the odd-even
merge sorting network is data-oblivious by nature and

achieves a computation complexity of O(n log2 n). In
practice, it outperforms most widely used sorting network

algorithms [14]. The algorithms oeSort and oeMerge
(cf Alg. 3(h) and (i)) illustrate the odd-even merge sorting

for any n ≥ 0.

D. Security Analysis

In this subsection, we prove that our protocol preserves

privacy in the sense of cryptography.

Theorem 1 As long as CloudPdr and CryptPdr do not col-
lude, Protocol 1 (using Alg. 2) preserves privacy against semi-
honest adversaries.

Proof: We prove the privacy preservation by distinguishing
two phases: (1) bidding and bid sharing, and (2) garbled circuit

computation:

In the bidding and bid sharing phase, each bidder j encrypts
its bid (Kj ,Bj) using Hash-ElGamal encryption, and sends
the ciphertexts to CloudPdr. Because Hash-ElGamal system is
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Algorithm 3 Data-oblivious building-block algorithms

(a) Integer Comparison: comp(x, y, c1)
1: for i = 1..K do
2: ci+1 ← xi ⊕ ((xi ⊕ ci) ∧ (yi ⊕ ci))
3: end for

return cK+1

(b) Swapping: swap(x, y, b)
1: for i = 1..K do
2: x′i ← [b ∧ (xi ⊕ yi)]⊕ xi; y

′
i ← x′i ⊕ (xi ⊕ yi)

3: end for
return x′ = (x′Kx′K−1 · · ·x′1), y′ = (y′Ky′K−1 · · · y′1)

(c) Integer Addition: add(x, y)
1: c1 = 0
2: for i = 1..K do
3: si ← xi ⊕ yi ⊕ ci; ci+1 ← ci ⊕ ((xi ⊕ ci) ∧ (yi ⊕ ci))
4: end for

return s = (cK+1sK · · · s2s1)
(d) Integer Subtraction: subAbs(x, y)
1: xx ←twoCompRep(x); yy ←twoCompRep(−y)
2: ss ←add(xx, yy); s ←abs(ss)

return s

(e) Integer Multiplication: mul(x, y)
1: if K = 1 then
2: p ← x ∧ y
3: else
4: u1 ← (xKxK−1 · · ·xK

2
+1); u0 ← (xK

2
xK

2
−1 · · ·x1)

5: v1 ← (yKyK−1 · · · yK
2
+1); v0 ← (yK

2
yK

2
−1 · · · y1)

6: p0 ←mul(u0, v0); p2 ←mul(u1, v1)
7: p1 ←mul(u1 − u0, v0 − v1) // Need sign treatment

8: p ← (2K + 2
K
2 )p2 + 2

K
2 p1 + (2

K
2 + 1)p0

9: end if
return p

(f) Integer Division: div(x, y)
1: for i = K..1 do
2: yy ← (y << (i− 1))
3: qi ←comp(x, yy, 1);//x ≥ yy
4: xx ←mux(x, subAbs(x, yy), qi)
5: end for

return q = �x
y
	 = (qKqK−1 · · · q1)

(g) Integer Square Root: sqrt(x)
1: f ← 0
2: for i = K..1 do
3: if (i > 
K

2
�) then

4: ri ← 0
5: else
6: e ← (1 << 2(i− 1))
7: ri ←comp(x, f + e, 1)
8: x ←mux(x, (x− f − e), ri)
9: f ←mux(f >> 1, (f >> 1) + e, ri)
10: end if
11: end for

return r = �√x	 = (rKrK−1 · · · r1)
(h) Odd-even Merge Sorting: oeSort(a, inc)
Input: a = {a1, a2, · · · , an}, inc = 0 or 1
Output: c (inc = 0: non-increasing, inc = 1: non-decreasing)
1: if n > 1 then
2: m ← n+1

2
;

3: oeSort(a[1..m], inc); oeSort(a[m+ 1..n], inc);
4: c ←oeMerge(a[1..m], a[m+ 1..n], inc);
5: end if

return c;

(i) oeMerge(a, b, inc)
Input: a = {a1, a2, · · · , am}, b = {b1, b2, · · · , bn}, inc = 0 or 1
Output: c (inc = 0: non-increasing, inc = 1: non-decreasing)
1: if (m = 0 || n = 0) then
2: c ← 〈a, b〉;
3: else if (m = 1 && n = 1) then
4: swap(a1, b1, inc = 1 ? [a1 > b1] : [a1 < b1]);
5: c ← 〈a, b〉;
6: else
7: c[1, 3, · · · ]←oeMerge(a[1, 3, · · · ], b[1, 3, · · · ], inc);
8: c[2, 4, · · · ]←oeMerge(a[2, 4, · · · ], b[2, 4, · · · ], inc);
9: for (i = 2; i < n; i ← i+ 2) do
10: bl ← (inc = 1) ? [c[i] > c[i+ 1]] : [c[i] < c[i+ 1]];
11: swap(c[i], c[i+ 1], bl);
12: end for
13: end if

return c;

semantically secure, CloudPdr can know nothing about the

bids. Then, CloudPdr chooses a random number for each

bid cipertext and XOR the cipertext with this number, and

sends the XORed ciphertexts to CryptPdr. According to the

XOR-homomorphism of Hash-ElGamal encryption, this XOR

operation is in fact equivalent to XORing the plain bid values

with random numbers. Thus, although CryptPdr can decrypt

the ciphertexts and get the XORed bids, it knows nothing

about the bid values provided that the random numbers are not

leaked to it from CloudPdr. Therefore, as long as CloudPdr

and CryptPdr do not collude with each other, the bidding and

bid sharing phase preserves privacy of bidders.

In the garbled circuit computation phase, the main algorithm

(Alg. 2) calls the building-block algorithms to build a boolean

circuit that computes the auction results. Based on the boolean

circuit, a garbled circuit is then constructed and computed

between CryptPdr and CloudPdr, with the former being the

garbler and the latter being the evaluator. The protocol follows

exactly Yao’s protocol, whose security (privacy) was proved

theoretically in [5], and the protocol output is defined exactly

as the auction results. Therefore, neither CryptPdr nor Cloud-

Pdr knows anything about the bids beyond the auction results,

as long as they do not collude with each other.

Since the two phases are composed sequentially, it follows

from the sequential composition theory [15] that Protocol 1

preserves privacy against semi-honest adversaries. �

V. AN IMPROVED PROTOCOL

Though Protocol 1 achieves provable privacy-preservation

against semi-honest adversaries, its computational complexity

is O(n2) regardless of the number of winners. In many
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practical scenarios, resources are constrained and the number

of bidders n is much larger than the number of winnersW , i.e.,

n � W . Additionally, it usually holds n � m and n � K,
where K = maxi ki. Under this context, the cloud auction in
the clear presented in Sec II has a computational complexity

of O(n log n), which scales more efficiently than the privacy-
preserving auction presented in Protocol 1. In this section, we

narrow the performance gap by developing an improved pro-

tocol with computational complexity O(n log2 n), i.e. within
only a logarithmic factor of the cloud auction in the clear.

A. A Naive Idea

A naive idea to improve our protocol is to let the protocol

reveal xj’s before the pricing step in Alg. 2, and then with

these xj’s, the protocol only prices a bidder j with xj = 1,
while setting the price to 0 for bidders with xj = 0. In
this way, we can achieve a computational complexity of

O(n log2 n).
However, this naive idea fails to preserve privacy. The

reason is as follows. At the point of revealing xj in Alg. 2,

the bidder tuples are in descending order of b∗j , and this order
should be maintained so as to do the pricing. Consequently,

both CloudPdr and CryptPdr will learn not only the auction

winners, but also the order of the winners in terms of b∗j , which
is beyond the auction results. Such information leakage makes

the naive idea fail to preserve privacy.

B. The Improved Algorithm

We now present our improved algorithm, which is shown

in Alg. 4. There are two major improvements in our design.

• In the VM allocation, the improved protocol calculates

the number of winners (W ), and reveals this number to

both CloudPdr and CryptPdr (Lines 5 & 8). Note that W
can be revealed from the auction results, hence revealing

W does not leak information.

• In the pricing, a copy of tuple array is sorted in descend-

ing order of xj and idj (Line 9), so that the winner

tuples are placed in the first W positions and their order

is independent of bids (in term of id’s). Then, the first
W winner tuples are cut out, and the improved protocol

computes the prices of the winners by finding their critical

bidders. Note that here indexes {jh}Wh=1 of winners (in

the original array of tuples sorted in descending order of

b∗j ) are only used to index these winner tuples, CloudPdr
does not actually know them (Lines 11, 15, 17 & 19).

Therefore, we need to search the critical bidder for each

winner from the start to the end of the tuple array, as

shown by the inner for loop (Lines 14 to 20). Specifically,

we define three similar binary flag arrays δu, λu and θu
with u ∈ [0..n]. The indications are the same as those in
Section IV-B except that we replace bidder j by bidder
jh. Similar analysis can show that the critical bidder of

bidder jh can be computed by θu = λu−1 ⊕ λu. The

prices of all winners can further be computed.

Concretely, as illustrated in Alg. 4, the number of winners

W is revealed to both CloudPdr and CryptPdr before pricing.

Algorithm 4 Data-oblivious Cloud Auction: Improved Algorithm
Input: K, B, and weight vectorW = {wi}m

Output: {idj |xj = 1}, {pj |xj = 1}, {Kj |xj = 1}
Bid Ranking:
1: Same as Alg. 2.

VM Allocation:
2: X← {0}n; {si}m ← {0}m; W ← 0
3: for j = 1..n do
4: xj ← ∧m

i=1[si + ki
j ≤ ki]

5: W ← W + xj

6: {si}m ← {si + ki
jxj}m

7: end for
8: Reveals W cooperatively.

Pricing:
9: Sorts a copy of the tuple array in descending order of xj and idj ,

and the first W bidders in this copy (the winners) are indexed
by {jh}W

h=1 in the original array before sorting.
10: P← {0}n

11: for h = 1..W do
12: {ti}m

i=1 ← {0}m; {δu}n
u=0 ← {0}n+1

13: {λu}n
u=0 ← {0}n+1; {θu}n

u=0 ← {0}n+1

14: for u = 1..n do
15: δu ← (∧m

i=1[ti + ki
u ≤ ki]) ∧ [idjh �= idu];

16: {ti}m
i=1 ← {ti + δuk

i
u}m

i=1;
17: λu ← ∨m

i=1[ti + ki
jh

> ki];
18: θu ← λu−1 ⊕ λu;
19: pjh ← pjh + θub

∗
uωjh ;

20: end for
21: end for

return {idjh}W
h=1, {pjh}W

h=1, {Kjh}W
h=1;

It can be straightforwardly proved that when n � m, n �
K, and n � W , the computational complexity of Alg. 4 is

O(n log2 n).

C. Security Analysis

In this subsection, we prove that the improved protocol

achieves privacy-preservation.

Theorem 2 As long as CloudPdr and CryptPdr do not col-
lude, the improved protocol (Protocol 1 using Alg. 4) preserves
privacy against semi-honest adversaries.

Proof: We prove the privacy preservation of the improved
protocol by distinguishing two phases: (1) bidding and bid

sharing, and (2) garbled circuit computation. The first part

remains the same as that when using Alg. 2 and can be proved

using the same argument as in Theorem 1. We now prove that

the second phase also preserves privacy.

The second phase of garbled circuit computation in Alg. 4

is sequentially composed of two garbled circuits:

• The first circuit corresponds to the bid ranking and VM

allocation phases in the algorithm. This circuit computes

the allocation results, and publishes the number of win-

ners.

• The second circuit corresponds to the pricing phase in

the algorithm. This circuit uses the allocation results and

the number of winners computed by the first circuit to

compute the auction results.
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It follows from the security of garbled circuits and the

sequential composition theory that the two circuits only reveal

the auction results, and the number of winners. However,

the latter can be inferred from the auction results. We thus

conclude that the improved protocol (using Alg. 4) preserves

privacy against semi-honest adversaries. �

VI. EXPERIMENTS

We implement both our original protocol (Protocol 1 using

Alg. 2) and our improved protocol (Protocol 1 using Alg. 4) for

cloud auctions on top of FastGC [16], a Java-based framework

for garbled circuit computation. In our experiments, we simu-

late CloudPdr and CryptPdr with two processes on a computer.

Experimental settings are as follows: Per-instance bids,

and the numbers of instances are generated randomly in the

intervals [0..100] and [0..3], respectively; The number of VM
typesm is set to 6 by default; The number of each VM type i’s
instances possessed by CloudPdr ki is set to k. Numbers are
represented using 16 bits. Throughout our simulations, each

point represents the average value of a number of indepen-

dent simulation runs, with the required number of simulation

runs calculated using “independent replications” [17]. In our

simulation, we focus on the following performance metrics:

• Computation overhead: total CPU time spent by CloudPdr

and CryptPdr,

• Communication overhead: total message volume (data

size of all messages sent between the two parties).

Fig. 4 traces the experimental results of our original protocol

and our improved protocol as the number of bidders increases

from 100 to 300, with k = 100 and k = 50, respectively.
From the results, we make the following observations:

• Curve Trend. Both the computation and communication
overhead of our original protocol grow super-linearly

in the number of bidders n, while these curves of our
improved protocol grow quasi-linearly, which is in ac-

cordance with the theoretical results.

• Performance Comparison. Given the number of bidders,
the computation and communication overhead of our

original protocol are larger than those of our improved

protocol. The gap becomes more significant as the num-

ber of bidders increases, and as k decreases. For example,
when the number of bidders is 250, the running time

and message volume of our original protocol are 72 min
and 2898 MB, respectively, and those of our improved

protocol are 26 min and 1051 MB for k = 100, and are
16 min and 654 MB for k = 50.

Fig. 5 shows the performance comparison between our

original protocol and our improved protocol as the computing

resources changes, that is, the value k varies from 100 to

300, with the number of bidders fixed to 200. From the

figure, we observe that our improved protocol does not always

outperform our original protocol. When k is relatively large,
i.e., there are sufficient computing resources, our improved

protocol is outperformed by our original protocol due to its ad-

ditional task of finding critical bidder for each winner (which

searches for all bidders). Therefore, as stated in Section V, our
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improved protocol can bring performance gain when there are

a large number of bidders compared to constrained computing

resources.

Tab. II further illustrates the performance of our improved

protocol when the computing resources are constrained. We

can see that the computation and communication overhead are

acceptable in practical scenarios even when there are a large

number of bidders.

VII. RELATED WORK

In this section, we review existing work on secure and

privacy-preserving auctions and mechanism design and discuss

specific challenges in the privacy-preserving cloud auction

design guiding our design methodology.

There exist a number of privacy-preserving designs for

conventional auctions, such as [18], [19], [20], [21]. How-

ever, most of these studies [19], [20], [21] did not preserve

privacy in the sense of cryptography, i.e., they leaked some

information about bids beyond auction results (not necessary

the exact bid values). The study [18] did preserve privacy

in the sense of cryptography as our work, but it provided a

secure auction framework without any concrete secure auction

design. Furthermore, all these studies did not implement the

TABLE II

COMPUTATION AND COMMUNICATION PERFORMANCE

FOR LARGE n AND FIXED k = 100

Number of Bidders 200 400 600 800 1000
Run Time (min) 23 44 71 93 115

Commu. Data (MB) 910 1793 2888 3768 4661
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secure auctions and did not consider practical efficiency issues.

Instead, our work focuses on both privacy preservation in the

sense of cryptography and the practical efficiency of auction.

Also, our work is motivated by the challenges posed by the

specifical context of cloud auction. Such specific constraints

make our problem non-trivial that cannot build upon any

existing work, thus calling for an original study.

A related research topic that we need to mention is the

secure spectrum auction (cf.[22], [23], [24], [25], [26], [27],

[28] etc.). Among this strand of research, previous studies

mainly focused on designing secure auctions that enable

spectrum reusability, few of them considered heterogeneity of

resources. The two studies [22], [23] did take into considera-

tion spectrum heterogeneity, but they failed to provide security

in the sense of cryptography [25]. In our work, we design

privacy-preserving auction protocols for heterogeneous cloud

computing resources, with the aim of preserving privacy in the

sense of cryptography and achieving practical computation and

communication efficiency.

Another concept that is orthogonal to ours is differential

privacy [29], [30], [31], which guarantees the insensibility of

the output on the input by adding noise. However, differential

privacy does not ensure security in the sense of cryptography,

which is the objective of our work. As an orthogonal compo-

nent, differential privacy can be applied to further enhance the

security in our solution to prevent an attacker from inferring

individual winning bidder information from the auction output.

VIII. CONCLUSION

In this paper, we have proposed a privacy-preserving frame-

work for truthful cloud auctions. Technically, our design of a

privacy-preserving cloud auction addresses the specific chal-

lenges posed by the cloud auction context by leveraging the

techniques in garbled circuits and homomorphic encryption.

Our protocol preserves privacy in the sense of cryptography,

such that it reveals nothing about the bids to any auction

participant and the external attacker, except the auction re-

sults. We have further improved our protocol, such that its

complexity is within a logarithmic factor of the cloud auction

in the clear while its security remains unchanged. We have also

implemented the our proposition in Java, and theoretically and

experimentally shown that it preserves privacy by incurring

only limited computation and communication overhead.
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