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Abstract
Title: Towards Verified and Certifiable Subsystems

Abstract: This talk addresses the problem of comprehensive 
verification of (safety-critical) subsystems including processor,
OS, and application function. Modeling, Refinement-Proofs,
Code - and Document Generation were done in Isabelle/HOL.
Particular emphasis is done on the aspect of document-generation
targeting a formal certification process; the approach is centered
around a central document from which all artefacts were generated
in oder to ensure their coherence both in formal as well semi-formal 
aspects.
The approach is demonstrated for the Odometric Function of a railway
system implemented on top of seL4 and a SabreLight Board. The
toolchain build around Isabelle is called CVCE.
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Overview
•  The Case Study: 
    An Odometric Subsystem
•  Verification Methodology
•  Certification Methodology
•  Scaling up: 
   Integrating the Odometer Business Logic   
   into the seL4-OS stack  
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An Odometer
•  Train position and 
    movement detec-
    tion  system
•  Makes the decision 
   that a train comes 
   to a halt
•  Hard- and software:
   embedded system
•  key safety critical
   component
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•  The physics:

An Odometer
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@@

An OdometerAn Odometer

•  Movement 
   detection by
   gear wheels 
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Encoder Sequence:
101,100,010,110,110,...

An OdometerAn OdometerAn OdometerAn Odometer
•  Movement, its detection and 
   encoder sequences 
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Problem: Get An Odometer 
Formally Certified

•  Certification Critical Components 
– Safety in Railways: CENELEC 50126/50128
– Safety in Avionics :  DO 178 B/CSecurity:
– COMMON CRITERIA (ISO 15408)

• Goal: Complete Traceability of 
    Development, Hypothesis and
    Assumptions of Models, and Evidence
• Formal Methods 
  recommended  or mandatory 
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Verification Methdology
•  We use Isabelle (http://isabelle.in.tum.de) 
  for the formal development process

• Isabelle: The “Eclipse” of Formal Methods
• offering plugin mechanism
• an Prover IDE
• code-generators 

(SML(->C), OCaml (-> FSharp, dotnet),  Haskell, Scala)
• documentation generator
• modeling methodology for Higher-Order Logic
• language for automated and interactive proof 
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Verification Methdology
•  
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Verification Methodology

Abstract Model
(Physics and Sampling)

Design Model
(executable function assuming MPL)

Code Model

proof

proof

generate

compile

C code
(rt, mpl)

handwritten
C code

test
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Verification Methodology
•  Abstract Model: 
  Requirements Definition and their Analysis

• well-behaved distance functions:

df(t)

t
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Verification Methodology
•  Abstract Model: 
  Requirements Definition and their Analysis

• shaft encodings:
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Verification Methodology
•  Abstract Model: 
  Requirements Definition and their Analysis

• some simple proofs on safety:
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Verification Methodology
•  Abstract Model: 
  Requirements Definition and their Analysis

• definition of sampling of a distance function:
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Verification Methodology
•  Abstract Model: 
  Requirements Definition and their Analysis

• theorem: sampling is accurate for
well-behaved distance functions:
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Verification Methodology
•  Abstract Model: Requirements 
  Definition and their Analysis

• theorem: sampling is accurate for
well-behaved distance functions:

PROOF : Nothing for the faint-hearted ...
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Verification Methodology
•  Abstract Model: 
  Requirements  Definition :

• input and output of the module:
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Verification Methodology

ReqAna.thy
(Physics and Sampling)

DesignAna.thy
(executable function over MP Arith)

Odo_CCodeVerif.thy

proof

proof

generate

compile

C code
(rts, mpl)

handwritten
C code

test
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Verification Methodology
•  Requirement Analysis:

Results:
– Establishment of the dictionary of the  

 physical system, 
–  the principles of sampling into encoder    

 sequences, 
–  and the interface of the module.

–  main theorem establishes conditions   
 under which the sampling  can be    
 valid in principle. („no jumps in sequence“)
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Verification Methodology
•  Design Analysis:

Results:
– Computable definitions for odostep 

which is the heart of the odometric calculations. 
– The main theorem establishes that odostep

indeed approximates distance, speed and 
acceleration assuming a rational arithmetic with 
unlimited precision. 

– odostep is converted into executable code as a 
reference for precision tests.
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Verification Methodology
•  C-Code Verification:

Results:
– We provide a handwritten C function and 

 verify it via the C-to-HOL compiler against 
 the design odostep 

– The main theorem establishes that the C-level 
calculations done on bounded machine 
arithmetics indeed approximate the calculations 
of odostep under certain conditions.

– This proof work just started.
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Certification Methodology
•  Observation: Formal Models are not
  Enough for Formal Certification
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Certification Methodology
•  CVCE Methodology

• Logical Consistency 
• ... and Coherence between 

semi-formal and formal evidence (tests, proofs)

• ... our experience shows, that 
document coherence and traceability
is a major cost problem in certifications
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– Start informal requirements capture within Isabelle
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– Start informal requirements capture within Isabelle

– ... add formalizations of key concepts early
in a literate programming style

– ... turn links into antiquotations 

– use a certification specific ontology to enforce
links as antiquotations.
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– Start informal requirements capture within Isabelle
– ... add formalizations of key concepts early

                                                  (“literate programming style“)
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– Start informal requirements capture within Isabelle
– ... add formalizations of key concepts early
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– Start informal requirements capture within Isabelle
– ... add formalizations of key concepts early
– make the informal semi-formal: highlight antiquotations
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– use a certification specific ontology to enforce
links as antiquotations.

– ... turn links into antiquotations 
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– use a certification specific ontology to enforce
links as antiquotations.

– ... turn links into antiquotations definition of a „software 
related application constraint“
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Certification Methodology
•  Development Method

• Versioning of all artefacts, integrate into global document  
• Make doc’s inside Isabelle 

– use a certification specific ontology to enforce
links as antiquotations.

– ... turn links into antiquotations 
applications of a „srac“ ref 
as an exported „exported 
constraint“. Compatibility
via „is_A“ relation in the 
CENELEC Ontology.
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Certification Methodology
•  Development Method

•  Semi-formal Requirements capture
       the ontology framework enforces for
       CENELEC

– tracking of assumptions, hypothesis, constraints
– definitions, theorems
– code
– tests
– the structure and usage of links. 
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Integrating into  seL4-OS 
 
 seL4: secured L4  (Klein & Heiser SOSP'09)

• OS Kernel in the L4 tradition
• advanced Security (Access-Control) Model 

“Take-Grant Capabilities”
• virtual memory, dyn. thread creation, 

IPC, Fast-Track-IPC, support of AnoCom.
• designed to be formally verifiable (in Isabelle/HOL)
• designed to be performant
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Integrating into  seL4-OS 
 

!  Scaling up: Integrating Odo into seL4

 
„l4v“ „seL4“

„camkes“

(compiler
for 

„framework“
facilitating

security
setup)

„odo“

(theory +
implem.

of an
odometric
service)

Prototype:
(in Haskell)

git git git local IRT git

doc

FSP:
DSpec + ...

FDM:
DSpec + ...

ARM7 
machine model ...

doc

doc

tests

refine proof

refine proof

refine proof

SPM:
ASpec+AInv+

CapDL

C-Code

rewritten
by hand

gcc -o2

shil
(qemu)

hil
(sabre light)

ReqAnalysis
+

CCodeVerif
ARM7-Code
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CVCE : An Environment for
Formal “Agile Development“

• CVCE : Continuous Verification and
Certification Environment 

– Isabelle/HOL: core for consistency
– Global Version Management
– Global Config Management (docker)
– jenkins

• CVCE - jenkins view (I):
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Conclusion
! Formal Development based on ITP technology

is at the brink to leverage
formally verified embedded subsystems

! Embracing formality can increase the agility 
of the development („embrace change“)

! Linking the Formal and Semi-Formal is
Key to lower the costs of Formal Certifications

! SE Infrastructure (like CVCE) is Key to scale up.
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Thank you.
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Formal “Agile Development“
+ adaptive planning, 
+ evolutionary, distributed development, 
+ early delivery,
+ continuous improvement, continuous build, and
+ rapid and flexible response to change

Techniques / Methods:
- social engineering, stand-ups, pairprogramming,
- scrum sprints etc ...
- animosity of documentation, over-emphasis of tests
- see B. Meyer‘s book critical resumee (Agile! The Good, 
the Hype and the Ugly ...



10/27/17 B. Wolff - ECE Department Seminar Virginia Tech 47

Experimental Evaluation
 

!  in more 
  detail:
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Experimental Evaluation
 

!  implem
 errors
 covered
 in more 
  detail:
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 Evaluation 
!  cost analysis

• overall : 25 py 
investment, mostly 
for the refinement
proof

• about 10 py 
infrastructure
(reusable?) 

• arguably cost

effective: 
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 seL4 is free - 
what does this mean to you ? 
! seL4 became an open source project

(see video https://www.youtube.com/watch?v=lRndE7rSXiI) 
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 seL4 is free - 
what does this mean to you ? 

! anybody can 
contribute
(and chances of 
acceptance are 
high if proof provided) 

! consistency 
can be maintained
even in distributed
collaboration
(easy impact 
analysis in Isabelle)
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Verification Methodology
 

!  Supported C this way:
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Verification Methodology
 

!  Final step : 
 Eliminate C - 2 - Isabelle/HOL/Simpl  
 

• generated optimized ARM assembly
(conventionally via gcc -o4 ... )

• re-use an ARM operational semantics
model(going back to A. Fox)

• use smt technology to verify that
action contracts are still valid on machine level ... 
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